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About SmartC2Net
The SmartC2Net project developed, implemented and validated robust solutions that enable Smart Grid operation on top of
heterogeneous off-the-shelf communication infrastructures with varying properties.
The goals of the project were:

•

To provide a reliable energy infrastructure at low infrastructure costs;

•

To position the capabilities of telecommunication operators and energy system integrators in the Smart Grid value chain creating
benefits for all stake-holders;

•

And to strengthen European research and industrial innovation in the area of Smart Grids via the combination of different
research fields.

Project has started in December 2012, with duration of 36 months.

Partners
Project consortium was constituted by 7 Partners from 6 European Countries.

SmartC2Net Distribution Grid Control
A hierarchical control structure is adopted in the SmartC2Net project: The three lower layers of the
hierarchical control structure follow the voltage levels on the grid, with the top of the hierarchy at the highest
voltage level. On top of these layers is the central management layer that supervises the entire system.
There are controllers on each level of the hierarchy, and the controllers are interconnected with different
types of communication networks.
Figure on the right shows the hierarchical control structure with the four layers, controllers on each layer and
their connection to the physical electrical grid. The hierarchical control structure is motivated by the amount
of control effort and determinism of system behaviour rather than time-scales. This implies that control
functionalities on different time scales are implemented on several layers of the hierarchy. However, since
the amount of available measurements and the controllability of assets are low on lower voltage levels, the
control solutions may differ between layers.
Figure below shows a mapping of this control architecture to a reference grid from Northern Denmark;
variants of this reference grid are used for the quantitative analysis results shown exemplarily in later parts
of this booklet.

Exploitable Products and Services driven from achieved Results
Smart Grid Components and Platforms

•

Approach providing and using Energy and Power flexibility information better Energy
Management in LV and MV grid
Asset controllers (Customer Energy Management System, Charging station)

•

Adaptive and reliable monitoring solution
Monitoring software framework/middleware

•

Consulting Services and Contract Research

•

Know-how on Smart grid use-case realization via public communication networks
Consulting services and contract research

•

Know-how regarding the suitability of public telecommunication networks for
advanced LV grid management
Consulting services and contract research

Approach to adapt access of dynamic data elements to overcome time varying
network behaviour
Middleware module prototype

•

Safety Analysis know how
Mechanism for safety analysis in the grid domain to allow the increase in robustness
of the system

•

Complex event processing in Crisis Management
Fault detection system for Smart Grid-related components

•

Understanding the impact of interdependencies
Modelling and evaluation of interdependencies

•

Design, optimization and realization of a prototype LTE M2M platform, including
access network, core network and service platform level
Platform for the wireless connectivity of DER

•

Methodology for the specification of smart grid ICT architectures and communication
security
Voltage Control Use Case ICT Specification

•

Design, optimization and realization of a solution for energy demand forecast
leveraging on raw mobile data traffic and energy consumptions
Smart grid monitoring component

•

Communication and cyber security in the operation and control of distribution grids
connecting DERs
Medium Voltage Control ICT Test Bed

•

Approach for fault-tolerant communication network reconfiguration and
configuration
Software-Defined-Networking Controller capable of diverse QoS & failure functionalities

•

Validation of simulation models with experiment results; simulation based attack
experiments
Combined Network Simulator and Testbed

•

DR Platform for managing loads flexibility and shift them in time
Demand Response System

•

Distribution automation system for electrical utilities
Functionality of Medium Voltage Control integrated on Substation Automation System
product line

•

Secondary substation controller electrical utilities
Functionality of Low Voltage Control integrated on Smart Grids product line

Achieved Outcomes
Adaptive Control

•

Losses Minimization
DSOs cover the costs of active power losses in the electrical distribution grid; thus, a reduction of active power losses will provide
a saving for the DSOs. In the SmartC2Net project a loss minimization algorithm has been developed with a low computational cost,
which enables its use in the distribution grid.

•

Energy Balancing
In a future electrical grid, DSOs may want to directly control the power consumption of assets in the MV and LV grids. Such
a functionality is implemented in both MV and LV grid controllers that get inputs from the assets such as produced energy,
available energy and flexibility of each asset. It is an operational tool implemented using the hierarchical structure of the
SmartC2Net project. The MV controller can use both producers and consumers in the MV grid to follow the energy setpoint.

•

Demand Management
The approach for demand control is based on energy flexibility information exchanged between the household assets and an
aggregation controller. Flexibility information is associated to assets with thermal or electric storage and consists of a maximum and
a minimum daily energy consumption profile. Based on the flexibility information, the aggregation controller at the central site is able
to perform direct load control and send household specific set-points according to the chosen control strategy. The benefits of this
approach are: the ability to schedule higher individual house loads including electric heating/HVAC and EV charging, savings in
energy costs by adapting the consumption according to day-ahead energy prices, direct limitation of LV grid total consumption and
of excessive PV generation, and finally resilience against failures of the controller communication infrastructure.

•

Voltage Control (Power Quality Management)
It is challenging to keep the voltages along all feeders in an electrical network within bounds, when the penetration of renewable
resources is high. In the SmartC2Net project a voltage controller has been designed that exploits assets in the MV and LV grids. This
control maximizes the utilization of renewable resources while satisfying grid constraints. Since communication may be unreliable,
the control algorithm is designed to be resilient towards unreliable communication.

Achieved Outcomes
Adaptive Monitoring

•

Quality-oriented monitoring task management
Taking into account grid controller requirements and actual communication network
Quality-of-Service (QoS) metrics the monitoring framework aims to deliver the best
monitoring data quality possible. This is achieved by dynamic changes of monitoring
configurations during runtime to react to uncontrollable QoS changes. The architecture
of the monitoring framework consists of four functional layers: Application Programming
Interface (API), Publishing, Processing and Monitoring. The API layer is a software library
used by grid applications for registration and authentication, to request monitoring services,
to receive monitoring data and to issue actuation commands. Its main purpose is to abstract
from the monitoring implementation and to do connectivity management to reliably notify the
grid application about issues in the communication between the API and the publishing. The
Publishing layer is the main source of monitoring data for a grid application. Applications
using the API layer library always need to connect to a local or remote publisher component in order to get data, instead of
connecting directly to the sensor measuring the variable. Like the processing and the monitoring layer, the publishing layer is
implemented by an independent software application. It receives data from processing or monitoring layers running locally on the
same platform or on remote machines. The Processing layer can be used optionally to process measurements on their way from the
measurement point to the publishing layer. The Monitoring layer implements the measurement and collection of monitoring variables.

•

Fault detection and prediction algorithms
The fault detection and prediction algorithms detect and localize faults in the smart grid ICT domain. As they exploit a highly communication
technologies they can also be adapted to detect grid domain fault scenarios. They implement a configurable detection framework to reveal
faults based on online statistical analysis techniques, and are designed for systems that operate under variable and non-stationary conditions.
The logical architecture of the Fault Management is divided in two relevant logical layers: the Identification & Localization layer and the Complex
Event Processing (CEP) Analyser layer. The Identification & Localization layer is in charge of performing the actual diagnosis (to identify the type
of activated fault and the faulty component), and comprises a set of functions that allow communication with Network Reconfiguration and
Grid Controller components. The CEP Analyser collects and analyses system indicator values in order to detect failures and faults exploiting
patterns implemented by rules. It is divided into two logical modules: Anomaly Detection being in charge of fast anomaly recognition at both
power grid and ICT domain; and Anomaly Correlation that puts together the output of the anomaly detectors to detect complex fault scenarios.
Within the SmartC2Net project, the Fault Management has been integrated in the Medium Voltage Control testbed for detecting cyberattacks injected in the ICT network. The Fault Management GUI allows the configuration of the tool settings and reports to the user information
regarding the system status.
In order to retrieve and analyse indicator values relative to the monitored elements in the network, the Fault Management exploits the
Simple Network Management Protocol (SNMP). Indicators values are collected and analysed using detection patterns implemented
by detection rules. The grid operator can access to the tracing activity throughout the real-time terminal messages, retrieved from
the monitored network elements.

Achieved Outcomes
•

Grid demand inference from cellular network monitoring
The solution is able to forecast the short time frame energy demand fluctuation with a high precision.
This solution is based on innovative proxies of the energy demand such as the real time people
distribution in urban environments with high density, fast moving people and new usage behaviour,
computed from the cellular network together with a source of indirect and external estimators for
the grid loads and smart objects without requiring physical interventions on the energy providers’
infrastructures. The measurements have shown that the correlation between cellular network events
and energy consumption is the driver that identifies a satisfying inference model. The performed
research highlighted two station groups that represent different energy usage categories (residential,
commercial, business, etc.). The established models were able to estimate the energy consumption
with an average relative standard error level of 14.86% for Group 1 and 18.50% for Group 2, being
lower than 25%. This drives to conclusion that those two multivariate models can be considered
reliable enough for general adoption.

Adaptive Communication

•

Wireless and wired ICT capability analysis
The ICT capability analysis aims at evaluating different communication technologies for use in scope of the Use Cases as defined
by SmartC2Net. The most relevant wired and wireless ICT options were analysed via methods such as raytracing, analytical
approaches as well as simulations. Furthermore a comprehensive overview of the state-of-the art in the field of ICT is achieved.

Software Defined Networking (SDN)
An SDN controller capable of providing a flexible, reconfigurable interface for Smart Grid applications to the underlying communication
technologies has been developed. Among its features are fast failover and prioritization which are exposed via an interface to the
Smart Grid applications and thus serve to support SmartC2Net’s unique approach of the dual control loops.

•

Information Quality Attributes
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•

Northbound API

The Information Quality Attributes quantitatively describe the accuracy of sensor information considering the impact of
access delays and the timescales of changes of sensor information. IQA is modelled based on QoS parameters from
monitoring system, the information access strategy and information dynamics.
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Achieved Outcomes
Testbeds

•

Medium Voltage Control - Communication Security and Monitoring
This testbed addresses the cyber security of communications for controlling voltages in distribution grids connecting DERs,
deploying communication and security standards. It focuses on the detailed evaluation of communication QoS performances where
application information flows are carried over standard communication protocols, standard transport layer security and M2M cellular
technologies by public operators.
The effects of accidental faults, network degradation and malicious threats on the application (communication) performance are
timely signalled through a security monitoring architecture.
The Testbed Monitoring provides hooks to Fault Management tools and Adaptive Controllers. The integration with the SmartC2Net
Fault Management is based on SNMP communications compliant with the standard IEC 62351-7.

•

Communication Technology Testbed
The main purpose is to test and verify novel voltage and power/flexibility control approaches in the low voltage grid when operating
over different, real communication technologies. This testbed can be used to verify what type of control can be realized with which
communication technology under which circumstances. In particular, the test-bed deploys following network technologies (v/a/s
DSL, narrowband-PLC, 802.11x WiFi access points, and cellular modems able to access 2G/3G/4G mobile networks). These
technologies provide a representative mix of off-the-shelf technologies available nowadays to DSOs in Europe. The test-bed is
designed to run distribution level grid controllers on the Controller Simulation PC and simulate the electrical grid/assets on the Grid
Simulation PC, both in real-time; while the control loop data are being exchanged over the heterogeneous network technologies.

Achieved Outcomes
•

DSO Control for active distribution grid – Testbed
This testbed is capturing the three main layers of smart grid applications in a Real Time Power Hardware in the Loop. It contains
the DSO control layers (demand response, primary substation and secondary substation automation and control), a renewable
generation plant controller, ICT layer (emulating different network technologies and their data traffic), emulators (renewable energy
sources, storage and flexible household consumption) and smart meters connected to a grid simulator coupled with a Real Time
Digital Simulator. The testbed can be used to assess impact of renewable energy sources in the grids as well as for testing
coordinated control strategies on different layers, as well as training facility for DSOs and other actors in the smart grids.

Achieved Outcomes
Model-based Assessment Approaches

•

Stochastic model-based evaluation framework
This model uses Stochastic Activity Networks, suited to quantitatively assess indicators that are representative of the resilience and
quality of service of the distribution grid. The focus is on the analysis of accidental faults and malicious attacks and their propagation
through existing interdependencies. The framework adopted the principles of generality, modularity and composability, to promote
wide applicability to a variety of grid configurations and scenarios, as well as ability to undergo future refinements and extensions.
Therefore, a variety of template building blocks, which represent models of components/events of the system under analysis, have
been defined and implemented, as well as the rules at the basis of their compositional aggregation.
The results from the performed analysis can be exploited to understand the dynamics of failures and to identify potential system
vulnerabilities, against which appropriate countermeasures should be developed. A variety of KPI indicators can be quantitatively
assessed in a multitude of system scenarios, and sensitivity analyses can be easily performed to further support the set-up of
measures to cope with consequences of potential failures.
In the scope of the project, the framework has been exercised to evaluate power related KPIs, mainly addressing the MV grid. As
an example, the project included the analysis of the impact of failures on the voltage indicator in selected scenarios, such as the
impact of DoS attacks at the ICT communication network, failure of the wind power plant control, etc.

•

Communication Security Analysis combining network simulations and testbed
This security analysis tool provides a simulated scalable model of the communications involved in the voltage control of distribution
grids with DER where the application and attack traffic generators come from a corresponding testbed platform. The cellular M2M
infrastructure deployed as DER access network is also modelled with the simulator.

•

Integrated simulation framework
The integrated simulation framework consists of a database-centric co-simulation which combines the domains of communications
and grid control algorithms via close interaction and cross-validation with the project’s physical testbeds. Thereby the assessment
of various communication technologies embedded in use case based scenarios is enabled on a large scale.
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