Project Number:

318023

Project acronym:

SmartC2Net

Project title:
Contract type:

Smart Control of Energy Distribution Grids over Heterogeneous
Communication Networks
Collaborative project (STREP)

Deliverable number:

D1.2

Deliverable title:

Revised Architecture & Use Cases

Work package:

WP1 - Use Cases and Architecture

Due date of deliverable:

M22 – September 2014

Actual submission date:

30/09/2014

Start date of project:

01/12/2012

Duration:

36 months

Editor(s):

Giovanna Dondossola, Roberta Terruggia (RSE)

Authors:

Giovanna Dondossola, Roberta Terruggia (RSE)
S. Bessler (FTW), T. Hinterhofer (FTW), R. Løvenstein Olsen (AAU), F.
Kurtz (TUDO), D. Iacono (RT), A. Bondavalli (RT), A. Ceccarelli (RT), G.
Dondossola (RSE), R. Terruggia (RSE), N. Silva (EFACEC)
FTW Forschungszentrum Telekommunikation Wien (FTW), Aalborg
University (AAU), Technische Universität Dortmund / Communications
Networks Institute (TUDO), ResilTech S.R.L. (RT), Ricerca Sul Sistema
Energetico (RSE), Efacec Engenharia e Sistemas SA (EFACEC)

Contributing partners:

Dissemination Level of this Deliverable:

PU

Public
Restricted to other programme participants (including the Commission Services)
Restricted to a group specified by the consortium (including the Commission Services)
Confidential, only for members of the consortium (including the Commission Services)

PU
PP
RE
C0

This project has received funding from the European Union’s Seventh Framework Programme for
research, technological development and demonstration under grant agreement no 318023. Further
information is available at www.SmartC2Net.eu.

FP7-ICT-318023/ D1.2

Table of Contents
List of Figures........................................................................................................................................... 3
Glossary ................................................................................................................................................... 4
1 Executive Summary ......................................................................................................................... 5
Introduction............................................................................................................................................. 6
2 High Level Overall Architecture ....................................................................................................... 7
2.1
The Monitoring and Fault Management Architectures .......................................................... 8
2.1.1
The Monitoring Architecture ........................................................................................... 8
2.1.2
Fault Management Architecture ................................................................................... 11
2.1.3
Monitoring and Fault Management Placement ............................................................ 14
2.2
The Communication Architecture ......................................................................................... 16
2.3
The Control Architecture ....................................................................................................... 20
2.3.1
Logical controllers architecture ..................................................................................... 21
3 Use Cases and the Overall Architecture ........................................................................................ 25
3.1
Voltage Control in Medium Voltage Grid Use Case............................................................... 26
3.1.1
Monitoring Architecture................................................................................................ 26
3.1.2
Communication Architecture ........................................................................................ 29
3.1.3
Control Architecture ...................................................................................................... 30
3.2
External Generation Site Use Case ........................................................................................ 31
3.2.1
Monitoring Architecture................................................................................................ 32
3.2.2
Communication Architecture ........................................................................................ 33
3.2.3
Control Architecture ...................................................................................................... 34
3.3
Automated Meter Reading (AMR) and Customer Energy Management Systems (CEMS) Use
Case 36
3.3.1
Monitoring Architecture................................................................................................ 36
3.3.2
Communication Architecture ........................................................................................ 37
3.3.3
Control Architecture ...................................................................................................... 38
3.4
Electrical Vehicle Charging in Low Voltage Grids Use Case ................................................... 39
3.4.1
Monitoring Architecture................................................................................................ 42
3.4.2
Communication Architecture ........................................................................................ 43
3.4.3
Control Architecture ...................................................................................................... 44
4 KPI analysis with focus on MoA, CmA and CtrlA ........................................................................... 44
5 Conclusion ..................................................................................................................................... 48
Bibliography........................................................................................................................................... 49

Page 2 of 49

FP7-ICT-318023/ D1.2

List of Figures
Figure 1 High Level Architecture ............................................................................................................. 7
Figure 2 Detailed Architecture ................................................................................................................ 8
Figure 3 SmartC2Net High Level Monitoring Architecture...................................................................... 9
Figure 4 Logical Architecture of the Fault Management System .......................................................... 12
Figure 5 Monitoring and Fault management displacement – the level of the secondary substations 14
Figure 6 Monitoring and Fault Management displacement – the level of primary substations .......... 15
Figure 7 Monitoring and Fault Management displacement – the level of the central management... 16
Figure 8 High Level Communication Architecture................................................................................. 17
Figure 9 Communication technologies in Smart Grid Architectures ..................................................... 18
Figure 10 Overview of network components and their relation to a) the existing network
infrastructure and b) the monitoring framework ................................................................................. 19
Figure 11 Generic SmartC2Net Architecture ......................................................................................... 20
Figure 12 Logical Controllers considered on the SmartC2Net project ................................................. 22
Figure 13 VC use case: Monitoring Architecture................................................................................... 27
Figure 14 IEC 62351-7 application to VC use case................................................................................. 29
Figure 15 VC use case: Communication Architecture ........................................................................... 30
Figure 16 VC use case: Control Architecture ......................................................................................... 31
Figure 17 EGS use case: Monitoring Architecture ................................................................................. 32
Figure 18 Example illustration of flexibility information flowing from assets to the LVGC, with
attachment of meta data. ..................................................................................................................... 33
Figure 19 EGS use case: Communication architecture.......................................................................... 34
Figure 20 EGS use case: Control architecture ....................................................................................... 35
Figure 21 Complete control process of the smart grid from low voltage to medium voltage with the
relevant actors involved. ....................................................................................................................... 36
Figure 22 AMR/CEMS use case: Monitoring architecture ..................................................................... 37
Figure 23 AMR/CEMS use case: Communication architecture ............................................................. 38
Figure 24 AMR/CEMS use case: Control architecture ........................................................................... 39
Figure 25 Architecture and components for the EV charging scenarios ............................................... 41
Figure 26 EV use case: Monitoring architecture ................................................................................... 42
Figure 27 EV use case: Communication architecture ............................................................................ 43
Figure 28 EV use case: Control architecture ......................................................................................... 44
Figure 29 Analysis of the KPIs: Scope .................................................................................................... 45
Figure 30 Analysis of the KPIs: Category ............................................................................................... 45
Figure 31 Project WP mapping of the addressed KPIs .......................................................................... 46
Figure 32 Number of KPI versus number of WP.................................................................................... 46
Figure 33 Distribution of the number of WP addressed by each KPI .................................................... 47

Page 3 of 49

FP7-ICT-318023/ D1.2

Glossary
Acronym
CmA
CEMS
CEP
CtrlA
DEGW
DER
DGA
DMS
DOGW
DSO
EMS
EV
HV

Definition
Communication Architecture
Customer Energy Management System
Complex Event Processing
Control Architecture
DSO Enterprise Gateway
Distributed Energy Resource
Distribution Grid Areas
Distribution Management System
DSO Operation Gateway
Distribution System Operator
Energy Management System
Electric Vehicle
High Voltage

ICT

Information Communication Technology

LV
LVGC
MDA
MoA
mmPr
MV
MVGC
NSM
OLTC
PSGW
QoS
SDN
SFM
SG
SM
VC
WAN
XML

Low Voltage
Low Voltage Grid Controller
Monitor Data Access
Monitor Architecture
mismatch probability
Medium Voltage
Medium Voltage Grid Controller
Network and System Management
On Line Tap Changer
Primary Substation Gateway
Quality of Service
Software Defined Networking
SmartC2Net Fault Management
Smart Grid
Smart Meter
Voltage Control
Wide Area Network
eXtensible Markup Language

Page 4 of 49

FP7-ICT-318023/ D1.2

1 Executive Summary
The WP1 activities comprise the definition and the description of a high level architecture, addressing
the control components and the ICT networks, obtained starting from the selection and the analysis
of four use cases. These represent key scenarios of the future European power grids where new
functionalities are introduced in order to make the grid “smart”.
In the first deliverable D1.1 [SC2ND11] the four use cases have been presented and analysed in order
to obtain a preliminary overview of the high level architecture. Different requirements have been
identified and several Key Performance Indicators (KPIs) extracted in order to evaluate the progress
of the project activities.
This deliverable addresses the extensions of the high level architecture presented in D1.1 with focus
on Monitoring, Communication and Control functions developed by the SmartC2Net activities. The
interactions among the different components are described with the aim to show a comprehensive
vision of the overall architecture. Then the monitoring (MoA), communication (CmA) and control
(CtrlA) architectural details specific to each of the four use cases are highlighted. We conclude the
deliverable with the analysis of how the KPIs identified in the first deliverable D1.1 [SC2ND11] are
addressed by the different Monitoring, Communication and Control activities and with the
identification of those primarily addressed by the SmartC2Net developments.
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Introduction
Deliverable D1.1 [SC2ND11] provided a first preliminary description of the overall architecture
considered as a basis for the deployment of the solutions developed inside the SmartC2Net project.
Both a high level and a detailed view of the overall architecture have been provided.
Starting from these preliminary overall architectures, an enriched version comprising the elements
emerged during the evolution of the project is presented in this document.
The aim of this deliverable is to provide an enhanced overall architecture including the components
coming from MoA, CmA and CtrlA in order to offer an integrated view of the SmartC2Net
environment. Starting from the global description of the different architectures, the four use cases
specific aspects are presented focussing on the project developments.
From this analysis it is possible to highlight how the KPIs defined in D1.1 are used in order to validate
the project progress and which of them are more relevant for the scope of the project because more
addressed or common to several use cases.
The document is structured as follows: Section 3 presents the updated High Level Overall
Architecture with reference to monitoring (Section 3.1), communication (Section 3.2) and control
(Section 3.3) functions. Then in Section 4 the architectural details specific for each use case are
presented. In particular Section 4.1 describes the aspects specific to the Voltage Control in Medium
Voltage Grid Use Case, Section 4.2 refers to the External Generation Site Use Case, Section 4.3
addresses the Automated Meter Reading (AMR) and Customer Energy Management Systems (CEMS)
Use Case and Section 4.4 the Electrical Vehicle Charging in Low Voltage Grids Use Case. Finally
Section 5 presents the analysis of the more relevant KPIs that may be used for the evaluation of the
SmartC2Net results and how these are related to the different architectures.
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2 High Level Overall Architecture
In the deliverable D1.1 [SC2ND11] the high level view of the SmartC2Net architecture has been
presented; starting from the proposed diagrams, in Figure 1 we see how the monitoring, control and
communication elements impact on the different layers of the smart grid hierarchy: these elements
are placed at control center level as well as at medium voltage and low voltage control levels.

Figure 1 High Level Architecture

A more detailed picture of how the Monitoring, Control and Communication architectures are
addressed in the SmartC2Net project is presented in Figure 2. Considering the Monitoring for
example the Control Center collects and analyses the monitoring information coming from the
Medium and Low Voltage Levels. At these levels the monitoring architecture comprises observation,
collection, pre-processing and aggregation tasks and sends data to high level components.
The different components of the Control architecture described in the next sections are placed at the
different hierarchical levels in Figure 2. Both Monitoring and Control architecture exchange data
using the Communication architecture that comprises heterogeneous infrastructures and
technologies.
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Figure 2 Detailed Architecture

2.1

The Monitoring and Fault Management Architectures

In the next subsections the Monitoring and Fault Management architectures are presented and their
main components are described. The focus is on monitoring and fault detection/prediction
functionalities and how the different entities are placed inside the general architecture.
2.1.1 The Monitoring Architecture
Figure 3 presents a high level view of the SmartC2Net monitoring architecture. It contains the main
layers of the monitoring system and the interfaces to external components using the provided
monitoring services. In addition, envisioned monitoring adaptation possibilities are listed next to the
corresponding layer of the monitoring architecture. They indicate on which variable configurations
the adaptivity of the monitoring system can be based on. Examples are the dynamic selection of the
Page 8 of 49
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data source in the Publisher layer or the dynamic configuration of the measurement method (e.g.
active vs. passive delay measurement) in the Monitoring layer. Not all of them will finally be
implemented, but they show the flexibility and theoretical capabilities of the developed monitoring
system design.

Figure 3 SmartC2Net High Level Monitoring Architecture

The most important subcomponents are placed in the Publisher and will be described briefly in the
following subsections. For more detailed information about the monitoring system architecture and
its subcomponents, refer to deliverable D2.2 [SC2ND22].
2.1.1.1

Task Manager

Variables (e.g. a bus voltage), which need to be monitored/measured by the monitoring system and
provided to the requesting application (e.g. a smart grid controller) are organized in monitoring
tasks. The Task Manager component of a Publisher integrates adaptive algorithms to do the holistic
monitoring system configuration by continuously deciding:
 whether a requested monitoring task should be executed or not (on/off) and if yes in which
configuration (update rate, event thresholds, etc.),
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which access technique (push, pull (request/reply), event-based, cached, database query,
model estimation, etc.) should be used (done based on mismatch probabilities provided by
the Quality Estimator component) and
 where the distributable monitoring components (MON, PRO) are deployed.
Task Manager will decide on how a monitoring task should be configured based on task priorities
(defined by a subscribing external component, e.g. a grid controller), related task requirements, the
actual communication network Quality-of-Service (QoS) and a dependency matrix of the monitoring
tasks. This dependency matrix expresses the dependencies of all running monitoring tasks, i.e.
whether two monitoring tasks are using the same communication resources (routes, links, queues,
technologies, etc.) and whether a changed configuration of one task will possibly change the
communication QoS for the other tasks as well. Various approaches with different complexity to
learn the dependency matrix during run-time will be studied. More details on this can be found in
Section 4.2 of the deliverable D2.2 [SC2ND22].
In case of issues in the monitoring (e.g. link overload), the Network QoS Manager and the Quality
Estimator components will recognize the issue (e.g. changed delay resulting in changed data quality)
and trigger Task Manager to decide on the possible reconfiguration actions mentioned before
(on/off, rates, event thresholds, access technique, component deployment, etc.).
2.1.1.2

Network QoS Manager

The main purpose of the Network QoS Manager component is to offer QoS metrics to/from all
current monitoring sources the Publisher is dealing with. Examples are communication delay
distributions and throughput/loss histories/probabilities. This knowledge is provided/requested
either directly from the external Network Reconfiguration, or it is built up during run time by the
monitoring system itself. In addition, the Network QoS Manager builds up knowledge of the
communication topology, which is needed by the Task Manager for its dynamic deployment of the
monitoring components (e.g. dynamic aggregation point selection).
For easier interfacing with the external Network Reconfiguration component, Network QoS Manager
sums up corresponding communication network requirements from the monitoring system (Task
Manager and Data Quality Estimator). The other way round, it receives the QoS status of the
communication network from Network Reconfiguration (constraints).
2.1.1.3

Quality Estimator

The Quality Estimator component continuously estimates the quality of the information provided to
the controller and provides suggestions for adaptation of access mechanisms to provide the best
possible information quality. The dynamic behavior of each variables are monitored and used in
combination with the communication QoS metrics (delay, loss, etc.) for the quality estimate and
ultimately influence the decision which access technique (e.g. push, pull (request/reply), cached,
database query, estimation, etc.) shall be used to offer best (or a sufficient) mismatch probability
(mmPr) of the monitoring variable. The calculated list of mmPr’s of the different access techniques
will be provided to the Task Manager. The Task Manager can then decide for the holistic monitoring
approach taking all current monitoring tasks into account.
2.1.1.4

Monitor Data Access

The Monitor Data Access (MDA) component can be seen as a switching component selecting the
appropriate monitoring data source for the corresponding monitoring task. This is necessary, as
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monitoring data cannot only originate from a real measurement done by a Monitor, but can also be
provided by an estimation/simulation or be fetched (and possibly processed) from the Publisher
database. Also the non-time-critical reception of data from a remote domain is possible through the
cross-domain interface.
2.1.2 Fault Management Architecture
The main purpose of the SmartC2Net Fault Management (SFM) is the analysis of the whole system
status (including both ICT and power grid domains) in order to detect anomalies, faults and failures
that could affect the correct behaviour of the system causing degradation of QoS. System variables
coming from the Adaptive Monitoring Layer are collected, analysed and correlated to detect and
locate malfunctions. Detection and localization of faults and failures allow to reconfigure the system
in order to minimize the loss of QoS. On the other hand, detection of anomalies allows to perform
prediction relating to faults or failures that can occur in the immediate future. Prediction should be
used for system reconfiguration aimed to avoid failures.
To verify the correct operation of the system, different aspects of the QoS must be taken into
consideration. Indeed, system variables from which network behavior can be tracked should be
selected in order to detect in real time when the latter deviates from the nominal profile. To reach
this goal, the SFM component has the ability to monitor in real time:





The state of important Smart Grid (SG) components (e.g., circuit-breakers, switches
and reclosers),
The electrical values of all relevant entities (i.e., power flows, currents and voltages),
needed for the grid fault detection process
The topology changes arising from normal remote operations or triggered as a
reaction (e.g., protection or recloser tripping orders)
ICT network devices and links including relevant QoS measures (e.g., latency,
coverage, throughput).

SFM is based on a software infrastructure in which information from the Monitoring component
is combined to be processed using techniques of Complex Event Processing (CEP). CEP involves the
correlation and combination of information into a new set of information in order to detect and even
predict faults or failures that happen in the system for facing them properly in time. More details on
the CEP technology are available in D2.2 [SC2ND22].
The Fault Management logical architecture is composed of two important logical layers called
Identification & Localization and CEP Analyser depicted in the following Figure 4:
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Figure 4 Logical Architecture of the Fault Management System

2.1.2.1

Identification & Localization Layer

The Identification and Localization layer is in charge of performing the actual diagnosis, i.e., to
identify the type of activated fault(s) and the faulty component(s), if any. It comprises a set of
functions that allow the communication with Network Reconfig and Grid Controller components and
the configuration of the component itself:
 The Registration module provides an authenticated connection with the Network Reconfig or
the Grid Controller in order to protect communication from possible cyber-attacks.
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2.1.2.2

The Advisor module has the task of sending faults and failures found in the network to the
Network Reconfig and Grid Controller components. In addition, it can communicate warning
messages that represent failures predictions.
The Configuration Manager module organizes and forwards configuration information
(measure targets, network initialization, net topology and its update, grid initialization and
the grid model updates) to the Detection layer and to the Rule Generator.
The Predictor puts data incoming from CEP Analyser in the proper format (XML) for Network
Reconfig and Grid Controller. Finally, Rule Generator uses Grid and Network Topology to
build configuration rules to be used by Anomaly Correlation logical level of CEP Analyser.
These rules are used to correlate anomalies coming from Anomaly Correlator component
should take into account topologies change (for example avoiding to track behaviours of
components which are turned off).
CEP Analyser Layer

This layer is responsible for the data correlation of the system variables in order to detect/predict
failures and faults. It is divided in two logical levels as follows:




The Detection level of the architecture is in charge of fast anomaly recognition at both power
grid domain and ICT domain. The type of anomaly detectors that will be deployed in the
SmartC2Net Fault Management sub-system belongs to two classes: component-specific and
component-independent. Component-independent detectors have the precise aim to
complement component-specific anomaly detectors by enabling the recognition of the
anomalies that are not foreseen at design time. Grid and ICT anomaly detectors (e.g.,
intrusion detectors, protective relays and reclosers) should have their own settings
dynamically and real-time configured, to cope with changing SG conditions due to the
discussed bidirectional power flows and to the use of heterogeneous (unreliable) network
infrastructures, e.g., DGA segments pushed to the limit when there are heavy EV charging
periods. The anomalies detected by Anomaly Detector are sent to the Anomaly Correlation
level.
The Anomaly Correlation level puts together the output of the anomaly detectors to reduce
the amount of information provided to the upper layer, i.e., Identification and Localization, in
order to resolve possible inconsistencies of the anomaly detectors and to improve detection
accuracy. For this purpose it may also request more fine-grained information from the
monitoring sub-system. Anomaly Correlator correlates output coming from the Anomaly
Detector module with system variables coming from the Monitoring System. At this level both
prediction and detection are performed.
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2.1.3 Monitoring and Fault Management Placement
This section describes how fault management functionalities are mapped within the system
architecture.
The system architecture (see figure 48 of deliverable D1.1 [SC2ND11]) can be seen as a hierarchical
collection of entities, where (reasoning bottom-up):
1. at the lowest level there are the LV customers, grouped together and hierarchically
dependent from some Secondary Substations (LVGC devices);
2. at the intermediate level there are the LVGC devices, grouped together and hierarchically
dependent from some Primary Substations (MVGC devices);
3. Finally, at the top level, there are the MVGC devices, grouped together and hierarchically
dependent from the central management.
Fault management is implemented at all layers, with custom solutions at each layer.
The lowest layer, where customers are grouped under secondary substations, is depicted in Figure 5.
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Figure 5 Monitoring and Fault management displacement – the level of the secondary substations
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At the level of the secondary substations, fault management receives all the requested monitoring
data which are useful to detect or predict faults in the LV assets (e.g. CEMS) and in the
communication network which links them to the LVGC. Notifications about faults or predicted faults
are sent to the local Network Reconfigurator and Grid Controller. In addition, notifications are also
sent to the upper layer (i.e. the primary substation where the MVGC and the Central Management
resides) in order to notify them about the fault (see red arrow in Figure 5).
The intermediate layer, where secondary substations are grouped under primary substations, is
depicted in Figure 6.
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Figure 6 Monitoring and Fault Management displacement – the level of primary substations

At the level of the primary substation, Fault Management is in charge of supervising the monitoring
data related to the MV assets (i.e. DER, wind turbine, etc..) and the telecommunication network that
links them to the MVGC. Similarly to what happens at the lower level, again fault notifications or
predictions are sent to the local Network Reconfigurator and Grid Controller, and also sent to the
Fault Management counterpart at the Central Management level in order to notify the operator.
The upper layer, where primary substations are grouped under the central management, is depicted
in Figure 7.
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Central Management
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Figure 7 Monitoring and Fault Management displacement – the level of the central management

Finally at the central management level all the faults notifications or predictions are collected from
the lower levels in order to notify the operators. In addition here the Fault Management is in charge
of looking for the faults that can take place in the MV assets (e.g. MVGC, circuit breakers, etc..) and
notify the Central Grid Controller and Network Reconfigurator.

2.2

The Communication Architecture

The communication architecture, as already presented in D3.1, is illustrated from a high level use
case based point of view by Figure 8.
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Figure 8 High Level Communication Architecture

As can be seen from the depiction above, all use cases in scope of SmartC2Net feature a connection
to a WAN. These networks, interconnecting physically distinct sites of the architecture, can either be
privately or publically operated which also is accounted for in the overall design of the project’s ICT
infrastructure. In regards to the technologies employed, several relevant options have been
evaluated in scope of D3.1 and are focused upon in greater detail in the efforts of the work-packages
3, 5 and 6, with analytical, simulative and testbed based methodologies. Moreover the different
levels on which the use cases, and thus the ICT architecture, operate are given in Figure 8. For
example it can be gained, that the EV use case is bifurcated in a way which places private charging
spots on individual households at the customer level but also multiple charging spots in the form of
stations on the low to mid voltage level. Both cases feature different requirements and challenges
which are detailed in the respective deliverables, with a special section in D1.1 and further updates in
this document. With different requirements and sites the ICT options also vary. Several options for
the vast amount of instances and scenarios covered by the project are shown in an architectural
context by Figure 9. A detailed analysis of the depicted technologies is given in D3.1.
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Figure 9 Communication technologies in Smart Grid Architectures

The communication system developed in SmartC2Net is responsible for several important
functionalities, with the key functionalities related to the set of requirements are ultimately aimed at
obtaining a secure and stable grid operation. The communication solutions developed within scope
of SmartC2Net therefore encompass the following tasks:
-

Ensure connectivity independent of network conditions and circumstances, i.e. reliable
operation in the presence of accidental and malicious faults over heterogeneous networks
Interaction with the monitoring framework
Enable efficient and adaptive access to distributed data as required by the control system
Ensure compliance with existing standards

These requirements are detailed in deliverables D1.1 [SC2ND11], D3.1 [SC2ND31] as well as being
supplemented in the Deliverables concerning aspects of Monitoring, Control and Fault Diagnosis D2.2
[SC2ND22]. As the communication systems are a means to an end in terms of providing services to
monitoring, control and diagnostics there are interactions between these systems, which also make
use of the networks. Therefore a flexible architecture has been devised, which not only meets the
requirements but also creates the foundation of the communication platform which in turn offers
flexibility and reconfiguration of the network. This happens in terms of management of protocols for
interaction with the data sources and destinations. Further, reconfiguration of network interfaces
and QoS control of the network is a part of the solutions to meet the set requirements. All this has to
happen while also being compliant with existing protocols and standards. All the requirements and
functionalities have been mapped into a set of functional components that is being implemented
and/or analysed in context with the control system. A brief overview is seen in Figure 10.
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Figure 10 Overview of network components and their relation to a) the existing network infrastructure and
b) the monitoring framework

It can be observed from Figure 10 how the monitoring and network adaption are layered on one
another and are designed for information exchange. Below both large blocks lie the communication
protocols which, though not included in the adaption block, are chosen in dependence of the use
case and situation, thus providing another set of parameters for optimizing reliability and
performance of communication. Further down in the structure the physical networks are located. In
cases where multiple networks are available for connecting source and destination an adaption, i.e.
switching of the network or of the associated parameters like frequency, can be performed
whenever necessary. As a consequence of the heterogeneous network infrastructure, performance
data of connections to the different information sources will be monitored actively as well as
passively to adapt access control mechanisms and protocol settings if needed. This adaptation will be
done in close interaction with the monitoring framework since some of the functionalities required
to do so are found inside the monitoring framework. The adaptation of the network will happen in
several ways a) the protocol access and caching control mechanisms by adjusting protocol access
parameters and potentially caching information as per information quality and response time
required, b) via utilization of QoS available in the network and/or change of physical interfaces
according to the needs and requirements, and finally 3) via interaction with a software defined
network interface, which allows flexible, runtime reconfiguration of the network.
This SDN based approach stands in the centre of the network adaption as here central SDN
controllers provide the perfect platform for running the communication adaption services and for
interaction with external functional blocks, like the task manager of the monitoring framework. SDN
in its core is the separation of data and control plane which are traditionally bundled inside the
switching hardware of packet based communication networks. Through this new methodology
several new possibilities for network control open up. Where previous solutions only had local
knowledge of the network architecture and hierarchy, SDN allows for a global view of the whole
communication system. This is being achieved via one or several SDN controllers which are
computationally vastly superior compared to the limited resources available to individual switches
inside the network. The controller makes routing and forwarding decisions based on a holistic view
thus achieving better utilization of the available resources while also enabling more sophisticated
adaption strategies for dealing with varying parameters, failures and background traffic. Hence the
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required performance metrics can be met even in public, heterogeneous ICT infrastructures, as it is a
central goal of the SmartC2Net project.
These adaptations and interaction depend highly on the information and their individual dynamics,
hence a close link to the quality estimation functionality in the monitoring framework is required.
This in turn, requires access to network performance, hence the close interaction to this box as well.
That said all possible reconfigurations for individual sources needs to be negotiated with the task
manager as well. More details can be found in the deliverables D2.2 [SC2ND22] and D3.2 [SC2ND32].

2.3

The Control Architecture

The overall hierarchical control structure is described in the SmartC2Net description of work, Part B.
The control hierarchy has four levels:
 Central management level
 MV Level
 LV Level
 Customer Level

Figure 11 Generic SmartC2Net Architecture

The ICT architecture approach covers the whole distribution system. It is envisioned that individual
control layers are introduced to correspond to the main voltage levels from the HV grid down to the
LV consumers. This provides the potential for decentralized fast-reacting control solutions,
autonomous control domains as well as minimization of communication needs. The result is a
hierarchical reference architecture for control, management and monitoring (c.f.Figure 11). This
approach covers the whole distribution system and the control layers correspond to the main voltage
levels from the HV grid down to the LV customers that define the hierarchy of control and
management. The functional architecture assumes that the coordination between the several
hierarchical levels has been assured at all times. Each control layer is able to collect and process data
related to the operation of the grid as well as the communication network.
At the top layer, central management systems provide overall interactions with DSO management
systems and operational procedures (energy market, operation policies, supervision, billing systems,
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business intelligence). The central management systems cover Supervisory Control and Data
Acquisition (SCADA) / Distribution Management System (DMS) and flexible demand control. The MV
grid will be managed by the MVGC housed at the HV/MV distribution substation level that will
include local intelligence and several operational functionalities as well as monitoring responsibilities.
Regarding the LV grid, it will be controlled by the LVGC located at the MV/LV substation level that will
be responsible for managing the DER at the LV level. At the LV level, the smart meters associated to
customers will be used as interfaces not only to monitor but to control the flexible loads, controllable
assets and generators within the client premises.
2.3.1 Logical controllers architecture
Figure 12 defines the main logical controllers of the SmartC2Net architecture and their interrelations.
Note, each logical controller may contain several sub-controllers with own objectives, time-scale of
operation and actuation capabilities. These layers are related to the ones explained in Figure 11 and
all the controllers respect the hierarchical structure of the architecture.
The adoption of a multi-level hierarchical architecture enables the information pre-processing locally.
Moreover, the monitored variables can be passed onto the upper layers for data correlation, which is
an added value for the control functionalities. A good example of the usefulness of having local
information spread over a hierarchical architecture is the Voltage Control functionality which is
deployed at the DMS level (centrally or distributed) and is based on information collected along the
distribution grid. The main objective of the MV control function is to monitor the active distribution
grid status from field measurements and to compute optimized setpoints for DERs, flexible loads and
other equipment deployed in HV/MV substations. The voltage profile optimization is reached by
controlling reactive and active power injection by distributed generators, flexible loads and energy
storage systems, and setting On-Load Tap Changers (OLTC), voltage regulators and switched
capacitor banks. Defining an LV grid area, the LVGC will provide monitoring capabilities over a
specific feeder being able to register and report the voltage profile over a selected period of time. If a
voltage problem occurs (measured locally), an alarm can be sent to the MVGC and the appropriate
voltage control strategy can be executed. For this, a set of variables from the LVGC, local sensors at
the MV grid and information collected at the primary substation and aggregated at the MVGC will be
of critical importance.
These main units where the SmartC2Net will focus its developments are marked in bold in Figure 12.
Here is where the controllers described will be implemented and also with a direct correlation with
the monitoring (WP2) and communication (WP3) architectures. Also, the interfaces to other
controllers is also mapped where the controllers who provide information or interface with the main
SmartC2Net control blocks is depicted on the figure and described below.
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Figure 12 Logical Controllers considered on the SmartC2Net project

In normal operational conditions, the objectives of the combined control system are:
1. Power balancing,
2. Voltage control,
3. Energy balancing,
4. Loss minimization,
5. Exploitation of flexibility for maximizing profit.
The power balancing and voltage control requires control on a (sub) second- to minute-basis, while
energy balancing and loss minimization is accomplished on a 15 min. to 1 hour basis. Thus, the
controls are designed separately, due to time-scale separation.
Analysing the description of each component of the control framework:
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Description

Control Objectives:

Description

Control Objectives:

Description

Control Objectives:

Description

Aggregation Controller
Aggregators can group several loads or generators and have the
main objective to aggregate the flexibility of customers and
make available the clustered energy on the market.
Aggregators use the flexibility reported to them to shift the
demand as price optimization or to directly control demand
(similarly to the demand response mechanisms) within a
specific commercial agreement with the clients and a technical
validation with the DSO.
 Minimize energy costs for running aggregated assets
(e.g. considering differentiated prices depending on
where energy is produced/utilized)
 Ensure load flexibility to be offered in anciliary services
to the DSO
Distribution Management Control
The distribution management control level defines the overall
control objectives of the smart grid where it is gathered
information related to DER features, changes in the grid
topology, requests by TSO, load/generation forecasts and
market data. It is also responsible for real-time visibility over
control variables and the validation of actions so that no
operational constraints are caused.
 Optimal asset management and cost minimization
 Losses minimization
 Voltage profile control
Demand Management Control
Main control system for the demand management. It is
responsible for managing the flexibility of loads. This control
uses the flexibility reported to shift the demand according to
the most profitable option for the stakeholders. A price
optimization or a direct control of demand within a specific
commercial agreement with the clients is performed after a
technical validation with the DSO is made.
The demand management control can be operated by the DSO
or a third party that usually wants to earn money by shifting the
load in time.



Maximize profit for the participants
Minimize cost of demand management

MV Grid Control
The medium voltage control is responsible for ensuring that the
grid code is satisfied on the medium voltage level, and that the
available flexibility is made available for higher control layers.
Page 23 of 49

FP7-ICT-318023/ D1.2
Additionally, a control objective for the medium voltage control
is the reduction of active power losses. The controller is
implemented in HV/MV primary substation and is called
medium voltage grid controller (MVGC)
Control Objectives:








Description

Description

Control Objectives:

Substation Automation Control
Substation Automation System establishes the interface
between the MVGC and the substation assets. It enables the
control of protections, OLTC, capacitor banks and automation
functionalities within the primary substation.
LV Grid Control
The LV grid control is responsible for managing the assets of the
low voltage grid. It is managing the local production and flexible
consumption to control power quality as well as the utilization
levels of local components.
The LV grid control is responsible for managing the LV grid
operation.






Description

Control Objectives:

Description

Minimize (power losses + generation power shedding)
Manage MV assets
Reference following for energy flexibility
Dispatch of references for flexibility (i.e. energy profile
and power reference)
Aggregation of available flexibility
Forwarding measurements to the central system.

Ensure maintenance of power quality
Manage operational and technical limits
Balance energy resources to enable requested P/Q loads
now and in the future
Maximize utilization of locally generated energy
Aggregation of available flexibility

Flexible Load Control
This control manages a flexible load. The controller could be a
supermarket flexible load controller managing the power
requirements of cooling systems. It assures the interface and
correct implementation of setpoints sent by the MVGC, LVGC or
the Demand Response Platform.
 Provide sufficient power and energy to load
 Adapt to desired P/Q load settings
DER Control
Large PV and Wind generation have instances of DER control for
managing the local assets. For instance, a controller of a wind
park may change the wind pitch depending on wind speed and
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Control Objectives:

Description

Control Objectives:

the desired production. It assures the interface and correct
implementation of setpoints sent by the MVGC and LVGC.
 Minimize the wear and strain on the DER resource
 Maximize the output
Charging Station Controller
Managing an electrified parking lot where EVs can publically or
semi-publically park and charge, charging station controllers
schedule the charging operations, such that the operational
conditions of the grid are kept within regulatory limits.
 Optimize the charging service for electrical vehicles
plugged in, manage incoming reservations.
 Optimize the cost of charging
 Limit the charging energy load as requested by the LVGC
 Minimize/eliminate user impact (provide needed
charging levels requested by user)
Home/Enterprise EMS Control

Description

This control level handles all generation, consumption and
storage at a prosumer connected to the LV (house or
enterprise).
In general the EMS can provide load management services to
stabilizing the voltage and to provide a constant power supply
to local LV grid loads despite PV generation fluctuation e.g. by a
local battery.

Control Objectives:







Minimize consumption of main grid supplied energy by
optimizing charging, storage and reducing shedding of
generated energy
Minimize energy consumption generally
Provide requested P/Q loads and generation
Minimize/eliminate user impact.

3 Use Cases and the Overall Architecture
In the previous chapter the general architectures (MoA, CmA and CtrlA) are presented and the main
elements described. Here the Monitoring, Communication and Control components involved in each
use case are detailed. Starting from the overall architecture and the use case presentation in D1.1 we
extend them more specifically with the developments performed inside the activities of the project.
The fault management parts of the use cases are not detailed in this document: the communication
and adaptation mechanisms in fault situations are described in the Deliverable 3.2 [SC2N32], the
decisions in the different controllers are described in D4.2 [SC2N42].
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3.1

Voltage Control in Medium Voltage Grid Use Case

The Voltage Control in Medium Voltage Grid use case addresses the high levels of the overall
architecture, in specific comprises components placed at DSO Control Center as the DMS, at DSO
Enterprise Center as the Load and Generator Forecast or External systems as the Aggregator. The
main functionality of voltage control is performed by the MVGC placed at HV/MV Substation and
involves both substation devices (OLTC and Capacitor banks) as well as DER connected with the MV
grid and information from the Centre. In these levels we find the monitoring, communication and
control components related to this use case.
3.1.1 Monitoring Architecture
The main scope of the monitoring architecture is to acquire data both from grid intelligent devices
and ICT entities in order to measure the status of the system. In Figure 13 the monitoring elements
related to Voltage Control use case are displayed and it is possible to see that the main components
are placed at DSO level. Agents on primary substation and DER devices provide data to a publisher
that allows the high layer components placed at Control Center level to process and analyze the
values.
The DER and Flexible load data could be pre-processed before being sent in order to provide only
relevant and aggregate information to the DSO monitoring system.
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Figure 13 VC use case: Monitoring Architecture

Different standards are related to the monitoring aspects of power grids and related ICT
infrastructures, in particular we refer to the IEC 62351 series where in part 7 Network and System
Management (NSM) Data Object Models are addressed. Starting from the architecture of the VC use
case, additional components and networks need to be considered in order to be able to perform the
monitoring tasks shown in Figure 13. In Figure 14 it is possible to identify different monitoring
domains (TSO, DSO and DER), here we focus on the DSO domain comprising the control center (DMS)
and the primary substation devices.
An ICT maintenance network is used for ICT monitor and control (shown as red communication link).
So that the network monitoring information, such as network configuration information, network
backup monitoring, communication performance and failure report, could be collected by the ICT
monitor in NSM data objects (shown as grey dots attached with the routers/servers). These agents
contain the modules presented in the monitoring architecture. From the monitoring information the
network reconfigurator placed at ICT maintenance center is able to send network configuration
controlling commands to each network device. For instance, one example controlling link from ICT
maintenance to one router is displayed as blue dashed link in Figure 14.
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End system health monitoring can be achieved through a combination of internal and external
assessment methods. Especially for the external assessment, a Security Server is included inside each
DSO Substation/Center to collect the monitoring information in NSM data objects (displayed as grey
dots) from each end system in the same Substation/Center. Also the two red dashed lines show the
two examples of logic links for controlling messages generated from ICT Maintenance to DMS and
MVGC respectively to perform the security control and management for end systems located in DSO
Center and Substation. Furthermore, Server Agent of DMS in DSO Center and each Security Server in
Substation shall be connected respectively with the Server Agent of ICT monitor, which collects the
monitoring measurement for both end systems and network devices in DSO domain, illustrated in
Figure 14 as green dashed line. The server agents are structured following the modular architecture
described in the previous sections.
To detect security intrusions, both the passive and active monitoring techniques are supported to be
deployed for IDS. In the passive monitoring architecture, the possible passive observation points are
deployed in the Substation’s local network behind the intermediate systems (i.e. routers and
switches). Considering the active IDS, one example is the security agent integrated within MVGC
server, which collects the alerts from different layers in the protocol stack in order to monitor for
possible security attacks and send data in NSM data objects.
The monitoring information obtained through this architecture is used by the ICT maintenance
control center for addressing ICT control actions, but also the operation control center needs some
ICT monitoring data for its control functionalities. The status of the ICT architecture has a massive
impact on the operation control activities, for this reason it is important that some ICT monitoring
statistics reach also the operation control center.
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Figure 14 IEC 62351-7 application to VC use case

3.1.2 Communication Architecture
Figure 15 shows the main communication components of the Voltage Control use case. We
distinguish different areas: Primary substation, DSO Operation Center, DSO Enterprise Center, DER
and Flexible load.
DER and Flexible load are connected with the Primary Substation by an Access Network/Wide Area
Network addressing wired as well as wireless technologies. The Primary substation communicates
with the external components through the PSGW (Primary Substation Gateway) component. At
Control Center level the DOGW (DSO Operation Gateway) entity connects the inside network with
outside. In particular this gateway is used for information exchange with Primary Substation (via
PSGW) and DSO Enterprise Center (via DEGW). The main communication aspects of this use case are
modeled in WP5 and implemented in the RSE testbed (WP6) with focus on cyber security. Different
scenarios are analyzed and heterogeneous technologies and configurations evaluated and compared.
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Figure 15 VC use case: Communication Architecture

3.1.3 Control Architecture
The Control Architecture of the Voltage Control use case is depicted in Figure 16. The main
functionality is placed at Primary Substation and is performed by the Medium Voltage Grid Control
component. The substation devices are managed by the Substation Automation Control as well as
the DER and Flexible Load controlled by DER Control and Flexible Load Control respectively. At Center
level we have the Distribution Management Control for DSO and Transmission System Control for
TSO (only setpoints from TSO Control are considered). Different protocols are involved for the
control activities: IEC 61850/MMS is used for DER - Primary Substation communications in particular
for measurement and setpoint exchanges. The information flows inside the Primary Substation
involve IEC 61850/MMS and Goose profile, while communication between the Substation and the
Control Center and between Control Centers refer to IEC 60870-5-104.
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Figure 16 VC use case: Control Architecture

3.2

External Generation Site Use Case

The external generation site use case in this setting focuses on two objectives as already stated in
[SC2ND11]:
 Technical flexibility and performance: Resilience of control towards faults and congestions in
communication networks.
 Commercial feasibility and flexibility: Aggregation of generation and demand (abstraction of
models).
These objectives are focused around two technical concerns:
 The control of assets in Medium and Low voltage grids
 Communication Network adaptation for continued data quality provision for the grid control
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3.2.1 Monitoring Architecture
The Monitoring architecture is shown in Figure 17 for the overall External Generation site. At each
point of grid control, the monitoring API provides the proper access to information fetched from the
sources, potentially processed as needed per grid component. Internally, information flows as
exemplified in Figure 18. This flow shows the relevant internal actors in a situation where flexibility
information is send from assets in the grid to the LVGC via the platform for two situations; a) how the
meta data regarding the data quality is attached to flexibility information flowing from assets to the
LVGC and b) how this potentially leads to changes and reconfiguration of the network to compensate
for network influence in the process.
The normal data path is as shown going from the Asset via the Monitoring Data Access and the Data
Labelling (which relies on the Quality Estimator to provide proper estimates of the data quality)
directly to the LVGC. If any performance change in the network for example, is detected, the Quality
Estimator block will inquire about the possible reconfigurations and propose new configurations to
the Task Manager and to the QoS Manager. These will make final decisions upon the configuration to
access the information, which is used as input for the Quality Estimator for subsequent estimations
of data quality. The platform interaction process with the monitoring framework is detailed in
[SC2ND22] and the Quality Estimation component is detailed in [SC2ND32].
This process is hidden from the flow of control information in Figure 21.
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Figure 17 EGS use case: Monitoring Architecture
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Figure 18 Example illustration of flexibility information flowing from assets to the LVGC, with attachment of
meta data.

3.2.2 Communication Architecture
Figure 19 shows the communication between the physical actors involved in the process. Two types
of networks are involved in enabling the system to work: wide area network and access networks to
provide the last mile connection. Later in the experimental work done in Work Package 6, these
networks will be emulated based on characteristics from real networks. Parts of the components will
be implemented in real time hardware emulators and parts will be real electrical grid equipment. All
will be documented in Deliverable 6.2 [SC2ND62].
The External Generation site is, as mentioned, evaluated in one of the testbeds, which
implementation specifications are being developed in Deliverable D6.2 [SC2ND62]. From Deliverable
D6.1 [SC2ND61] we already defined the following test cases in regards to the network impact on the
grid control; 1) generic changes in network conditions (what can be expected of normal variations in
delay), 2) congestions in the network (more severe conditions) and 3) complete loss of connectivity
to the entities.
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Figure 19 EGS use case: Communication architecture

3.2.3 Control Architecture
The following Figure 20 shows the Control architecture. Considering the control components, Figure
21 illustrates the overall control process in the External Generation Site use case, which illustrates
the medium and low voltage asset control and how the different actors will interact. The controller
that calculates setpoints and how these shall be dispatched, is triggered by a voltage threshold being
exceeded somewhere in the electrical grid. When the voltage is within some pre-defined boundaries,
no control activity is performed, and at most measurements and flexibility information may be, to
the extend it is needed, transmitted from the assets to the controllers to be cached for usage when
the controller becomes active. It is the role of the SmartC2Net monitoring platform to optimize this
process in regards to the data quality. Notice, the voltage event detection triggers the process, and
that the control not necessarily triggers all of the shown activity.
Thus, the message sequence diagram shows the case when a voltage event has been reported and
the complete chain of operations is triggered to overcome this voltage threshold violation. It shall be
noticed, that this is a worst case scenario, since in most cases these voltage issues are addressed
locally, i.e. by the LVGC and not involving the MVGC or any other higher level actor. The specific
algorithms for control are still, at the time of writing, being developed, but the overall process is
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described in Deliverable D4.1 [SC2ND41]. For the cases we will evaluate network impact, we consider
the following three control case studies; 1) low voltage grid control, 2) medium voltage grid control
and 3) distribution management system which allows us to capture the individual domains and the
interlinking between these domains.
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DER control
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controller
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DER control

Figure 20 EGS use case: Control architecture
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Figure 21 Complete control process of the smart grid from low voltage to medium voltage with the relevant
actors involved.

3.3

Automated Meter Reading (AMR) and Customer Energy Management Systems
(CEMS) Use Case

3.3.1 Monitoring Architecture
In Figure 22 the monitoring elements related to the AMR/CEMS use case are displayed and it is
possible to see that the main components are placed at the low voltage grid and household level.
Monitoring agents on in-house assets (charging spot, DER, flexible load, etc.) and inside CEMS/smart
meter provide data to the main controllers running at CEMS and LVGC level. Monitored data could
be pre-processed before being sent in order to provide only relevant and aggregated information to
the controllers. The connection between CEMS and LVGC is depicted with dotted lines, as we also
consider the scenario, that all data is relayed through the smart meter.
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Figure 22 AMR/CEMS use case: Monitoring architecture

3.3.2 Communication Architecture
Figure 23 shows the main communication components of the AMR/CEMS use case. In-house assets
(charging spot, DER, flexible load, etc.) are connected via the home area network to the CEMS. In
addition, a connection between the CEMS and the smart meter exists. This is especially needed if the
communication between the CEMS and the LVGC is relayed by the smart meter. Finally, CEMS and
smart meter are connected via the access/metering network to the Low Voltage Grid Controller. As
both communication scenarios (separate metering and control networks vs. joint usage of one
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network for metering and control) are considered, the access/metering network is depicted with two
lines (normal line and dotted line).

LV Grid Controller
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Metering Network

Smart
Meter
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Network

charging
spot

DER

Flexible Load

Figure 23 AMR/CEMS use case: Communication architecture

3.3.3 Control Architecture
The Control Architecture of the AMR/CEMS use case is depicted in Figure 24. The functionalities are
placed at the secondary substation (low voltage grid control) and the household (CEMS control).
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LV Grid Control

CEMS
Control

Figure 24 AMR/CEMS use case: Control architecture

3.4

Electrical Vehicle Charging in Low Voltage Grids Use Case

The electric vehicle charging scenario will be demonstrated in the low voltage grid, it is however
similar in the MV grid. We will focus on two configurations:
a) a few charging stations, each of them serving a parking lot will contribute to the power load
during the day. The goal will be to limit the total load during peak periods and shift it according
to the flexibility information reported by the charging station controllers. The coordination of
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flexible energy shifting will be performed by the aggregator, a component that on one side
receives the overall LV-setpoint from grid and on the other side, receives the load profiles and
flexibility information from homes and charging stations. The LV grid controller that receives
additional voltage information, calculates in case of voltage limit violations additional power
setpoints for the charging stations that overrule the existing power limits.
b) A part of the households include an EV, which is controlled by the local CEMS controller. The
aggregator in this scenario coordinates and distributes the total power setpoint to each
household, again, taking into consideration its energy flexibility.
In both cases the interfaces designed to convey power and energy flexibility are the same.
In order to simulate the mobility, an event based simulator has been planned; based on configurable
distribution, a number of cars and their charging demands are created and allocated to the existing
charging stations, or to the houses having an EV.
The e-mobility simulation allows charging reservations to be issued in advance, so that in a real
system such a feature will provide more comfort to the user and more planning stability.
The e-mobility components and functions are illustrated in Figure 25.
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Figure 25 Architecture and components for the EV charging scenarios
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3.4.1 Monitoring Architecture
In Figure 26 the monitoring elements related to the EV use case are displayed and it is possible to see
that the main components are placed at the low voltage grid level. Monitoring agents on public
charging stations and private, in-house charging spots provide data to the main controllers running at
CEMS and LVGC level. Monitored data could be pre-processed before being sent in order to provide
only relevant and aggregated information to the controllers.
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API
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API

Processor

Monitor
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API
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Figure 26 EV use case: Monitoring architecture
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3.4.2 Communication Architecture
Figure 27 shows the main communication components of the EV use case. Private charging spots are
connected via the home area network and the access/metering network to the low voltage grid
controller. Public charging spots are connected via the charging station controller of the public
charging station and the access/metering network to the Low Voltage Grid Controller. As both
communication scenarios (separate metering and control networks vs. joint usage of one network for
metering and control) are considered, the access/metering network is depicted with two lines
(normal line and dotted line).
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Figure 27 EV use case: Communication architecture
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3.4.3 Control Architecture
The EV control architecture is sketched in Figure 28. It comprises both the home EV case, in which
the CEMS controller provides the charging schedule and the charging power levels in each timeslot,
and the public charging station case, which is responsible for several charging points CP. At the LV
grid level, the energy Management and the LV controller share the control function: the energy
management shifts the energy to satisfy the overall LV setpoint, whereas the LV grid controller reacts
fast upon voltages approaching the admissible bounderies, and set correcting setpoints to the
respective bus loads.
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Figure 28 EV use case: Control architecture

4 KPI analysis with focus on MoA, CmA and CtrlA
We evaluate the SmartC2Net architecture by means of the estimation of KPIs presented in
deliverable D1.1 version 2 [SC2N11v2] where all KPIs have been analysed under different
perspectives, e.g. Scope and Category as reported in Figure 29 and Figure 30.
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Figure 29 Analysis of the KPIs: Scope

Figure 30 Analysis of the KPIs: Category

In Figure 31 we see how many KPIs will be assessed by the different SmartC2Net WPs. In particular
WP2 is related to the MoA, WP3 addresses the CmA, WP4 the CtrlA.
WP5 and WP6 (modelling and testbed work packages) are cross architectural because they evaluate
the solutions developed in Monitoring, Communication and Control WPs. We have that each KPI
addressed by Monitoring, Communication and Control WPs is also addressed by one or both of the
model-based analysis (WP5) and testbed (WP6) WPs. The ICT related KPIs are spread across the
different Monitoring, Communication and Control architectures: they will be evaluated depending on
the ICT aspects under consideration. For example the network monitoring and cyber attack effects
are addressed by the Monitoring task, the performances of heterogeneous and adaptive
communication technologies are analysed by the Communication WP and the indicators for the ICT
aspects of the control are studied inside the Control WP.
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Figure 31 Project WP mapping of the addressed KPIs

In order to understand which are the most relevant KPIs addressed by the project activities the
analysis of the number of WP related to each KPI is performed and their increasing order of
relevance is illustrated in the histogram of Figure 32. In Figure 33 the distribution of these values is
also presented. The presence of KPIs not addressed by any WP points out that, although relevant to
some use case, they are not in the scope of the project activities.

Figure 32 Number of KPI versus number of WP
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Figure 33 Distribution of the number of WP addressed by each KPI

In Table 1 the KPIs linked to 3, 4 or 5 WPs are listed. At the current stage of the project developments
these KPIs are considered the most important for the evaluation of the whole SmartC2Net project.
KPI id

KPI name

KPI_604 Availability of Service

Use Case
AMR/CEMS

#
WPs
addressed
5

KPI_614 User satisfaction – Availability of AMR/CEMS
Service
KPI_026 Security gain_legal data rate
VC

5

KPI_027
KPI_028
KPI_029
KPI_030
KPI_021

VC
VC
VC
VC
VC

4
4
4
4
3

KPI_024 Security gain_measurements

VC

3

KPI_025 Security gain_setpoints
KPI_205 Degradation of power quality without
meter data
KPI_206 Degradation of power quality if LV grid
controller - charging station fails
KPI_207 Degradation if PV control network fails
KPI_403 Access network packet loss limit

VC
EV

3
3

EV

3

EV
EGS

3
3

KPI_405 Access network delay limit

EGS

3

Security gain_lost msgs (packets)
Security gain_discarded msgs (packets)
Security gain_availability
Security delay
Communication Network Availability

4
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KPI_601 Balancing and maximization of power AMR/CEMS
grid utilization
KPI_605 Successful transmissions of metering AMR/CEMS
data
KPI_606 Correctness of customer feedback AMR/CEMS
system and metering data

3
3
3

Table 1 Main addressed KPIs

5 Conclusion
The aim of this deliverable is to show how the advanced monitoring, communication and control
functionalities developed by SmartC2Net fit into the overall architecture built up from the use case
functional components.
Each layer of the architecture is here enhanced with monitoring and fault management blocks
supporting network and grid controllers with failure and alert notifications.
A use case view of this enhanced architecture explains the meaning that the monitoring,
communication and control components get in the context of each SmartC2Net use case.
The analysis of the KPI shows the relevance of the monitoring, communication and control functions
for the use cases and focuses the attention on a KPI subset related to several project developments.
In the next phase of the project, such key performance indicators will drive the effectiveness
evaluation of the SmartC2Net architecture.
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