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1

Executive summary

This deliverable defines the proposed control algorithms on all layers of the hierarchical control
structure, and shows that the entire control system provides the required functionalities. In addition,
it is shown how the control system can be adapted to improve resilience towards non-ideal
communication links.
It is demonstrated that the control architecture allows exploitation of a large number of flexible
assets by a low complexity solution, via its hierarchical structure. This is a necessary property, since a
high penetration of renewables is expected in a future grid; consequently, the number of flexible
loads will grow.
The functionalities of the control system are demand management, energy balancing, loss
minimization and voltage control. Demand management is accomplished by the demand
management controller, by exploiting responsive demand. Energy balancing and voltage control are
accomplished on both low and medium voltage levels, in addition to loss minimization on the
medium voltage level. Control algorithms implementing these functionalities are presented
separately for the low and medium voltage controllers. The controllers in the low and medium
voltage grids have the same objectives, but their control algorithms are different. These differences
are caused by worse communication links to assets in the low voltage grid than to assets in the
medium voltage grid, and the type of available assets on the two voltage levels.
This deliverable shows that it is possible to control the electric grid via a communication channel of
varying quality, by adapting the control algorithms to the present communication scenario.
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2

Introduction

Purpose of this document is to describe the control algorithms that are developed within the
SmartC2Net project, and to highlight the main contributions of the work. The three developed
system-level controllers are demand management controller, medium voltage grid controller and low
voltage grid controller. In addition, local controllers are designed to manage the flexibility of three
particular responsive loads.
The medium voltage and the low voltage controllers both provide the functionalities voltage control
and energy balancing; however, the controllers have access to different assets and exploit different
communication networks. It is assumed that the communication network on the medium voltage
level is better than the communication network exploited on the low voltage level. Therefore, we
focus on making the controllers resilient on the low voltage level, and presents results on exploiting
numerous flexible assets on the medium voltage level.
The contribution of WP4 to demand management is to provide demand management algorithms for
three different assets: customer energy management system, electric vehicle charging station and
supermarket. The assets comprise a broad variety of flexible assets; thus, it is possible to generalize
the presented methods to multiple other types of assets, which present characteristics of flexibility.
The first contribution of WP4 to medium voltage grid control is an energy balancing algorithm that
exploits flexible assets to follow an energy reference, while minimizing active power losses in the grid.
In particular, a controller is designed based on the internal model principle, where a system of linear
differential equations models the aggregated residential consumption (the disturbance model was
presented in Deliverable D4.1). This makes it possible for the control system to reject the disturbance
imposed by the residential consumption. For the dispatch of setpoints to assets, a loss minimization
algorithm is developed based on optimal power flow. The algorithm has been tested using real
consumption data from Horsens in Denmark.
The second contribution of WP4 to medium voltage grid control is a voltage control algorithm that
guarantees power quality, while minimizing curtailment of production from renewable energy
resources. The EDSO report [1], expresses a desire to exploit flexible assets to perform voltage
control while minimizing curtailment of production from renewable energy resources. Motivated by
this, a voltage control algorithm has been designed, which minimizes curtailment and guarantees
that voltage magnitudes will never violate the constraints from the standard EN 50160.
The first contribution of WP4 to low voltage grid control is an energy balancing algorithm that is
resilient to communication delays and adapts to changing communication network characteristics.
The adaptive monitoring system developed in WP2 provides several network parameters to the
control system [2]. The designed control system uses information on the delay to adapt the
controller gain such that the system is stable despite the communication delay.
The second contribution of WP4 to low voltage grid control is to provide a method for voltage control
with performance guarantees via a communication channel subject to varying communication delays.
This controller uses information from the adaptive monitoring system on the maximum delay to
switch between a collection of controllers to guarantee that voltage constraints are never violated
despite delays.
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The deliverable is structured as follows: Section 3 provides state-of-the-art in control of electrical
power systems subject to realistic communication, Section 4 provides an overview of the control
framework and the control functionalities provided by the controllers. Sections 5 to 7 provide details
of the control algorithms implemented on all layers of the hierarchical control system. This includes
demand management controller, controllers for responsive loads, medium voltage grid controller
and low voltage grid controller. Finally, Chapter 8 provides a simulation where several layers of the
hierarchy interact, and conclusions are provided in Section 9.
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3

State-of-the-art analysis of existing methods for smart grid control

This state-of-art analysis follows the structure of the document, first addressing demand
management, with a particular focus on customer energy management, electrical vehicle charging
and supermarkets. Then, loss minimisation and voltage control on the medium voltage (MV) grid
layer will be analysed. Finally, we review methods for designing control systems that are subject to
non-ideal communication.

3.1

Demand management control

Demand management has gained much interest within both academia and industry since the
introduction of the smart grid concept [3] [4]. The general idea of demand management is to utilize
the flexible consumption of some devices to trade more intelligently on the electricity markets and to
earn money by offering ancillary services, such as voltage control.
With the emergence of Distributed Energy Resources (DER) in the last two decades, the
decentralization of the energy network has started. Within their work to integrate the DER into the
energy network, the M490 Working Group (SG-CG/RA and SG-CG/SP) introduced the concept of
flexibility, which combines the consumption, production and storage into one flexibility entity. Within
the five layer reference architecture specified in the Smart Grids Architecture Model (SGAM), the
flexibility interfaces are situated in the Information layer (where the data models are situated) and
the Communication layer (where the protocols for interoperability are situated) [5]. The flexibility
interface conveys the characteristics that a DER exposes to an aggregator or demand management
controller. DERs are equipped with local controllers that follow also local goals, [6]. An aggregator
manages multiple DERs.
Flexibility concepts have been used in the context of electric vehicle charging [7] and flexible home
consumption. Reference [8] uses the energy stored in the EV fleet and the bounds of this energy to
optimize the charging schedules at the fleet (aggregator) level.
In [9] the authors present FlexLast, a solution for managing the consumption of power for cooling in
supermarkets, based on the flexibility reporting and control. Energy prices together with flexibility
information have been used in a scheduling model in [10]. The Danish project iPower (see [11]) goes
a step further by defining flexibility services contracted between players in which the aggregator
manages a portfolio of flexible consumers with low marginal flexibility costs.
Supermarket refrigeration systems represent a core candidate for demand management, because of
the ability to shift consumption by sub-cooling foodstuff. An implementation of such a system is
introduced in [12] based on knowledge of future electricity prices, whereas a more direct control
approach is taken in [13] [14]. In [15] it is investigated how a portfolio of heat pumps can be used to
minimize expenses by shifting the main consumption to hours with low electricity prices and at the
same time bid into the regulating power markets. A general approach to demand management of
large populations of thermostatic controlled loads (TCL), e.g., refrigeration systems, heat pumps,
HVAC systems, ice coolers etc., is taken in [16] and [17].
In [18] an approach defining different types of flexible consumption and a strategy of controlling
them is given. In that work it is emphasized that different demand management strategies must be
applied to different classes of flexible demand. Moreover, in [19] it is investigated how a portfolio of
ON/OFF demand-side devices can be managed for ancillary services to the grid. Recent reviews of
demand management are found in [20], [21] and [22].
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3.2

Medium voltage control

In the MV electrical grid, the voltage profile is sustained by controlling different devices and assets,
like on-load tap changers (OLTC), capacitor banks, power plants, etc. A popular and well-studied
approach to solving this scheduling problem is to run an optimal power flow (OPF), where e.g. the
active power loss is minimised. Surveys on the different approaches to both formulating and solving
these OPF problems is given in [23] and [24], along with references therein.
One method to minimise active power loss is to change the topology of the distribution grid, using
e.g., tie switches. This is known as grid reconfiguration [25]. Another approach is to compute where
distributed generators or grid components should be placed in the system to both minimise loss and
ensure voltage profiles [26]. Given that the reconfiguration, placement, and OPF problems are
inherently non-convex, because of the power flow equations and discrete switching/placement, a
popular method for solving them is to use a heuristic approach such as genetic algorithms [27] [28].
While genetic algorithms show good performance they are not guaranteed to converge to the global
optimum and might be computational intensive [25]. Hence, they may not be suited for a dynamic
control environment operating on a fast time-scale (seconds to minutes). There also exist solutions to
the OPF problem by convex relaxations that are very scalable [29]. Here the problem is solved using
semi-definite programming, by finding a low rank solution.
If inflexible consumption and production patterns are known ahead of time, these can be used as
feed-forward in a control scheme e.g., internal model principle [30] or model predictive control [31].
Obtaining a model of the uncontrollable part of a dynamic system is extremely valuable for the
following reason: A disturbance can be completely rejected, only if the controller contains a model of
it [30]. There are several methods for estimating (forecasting) these consumption/production
patterns based on e.g., periodic models [32]. Typically, these methods have been used to create
strong statistical methods, that could be used for planning grid reinforcements, upgrade of
transformer stations, etc. [33] [34]. It is expected that these methods could be further developed and
used for disturbance rejection in a grid control scenario.

3.3

Low voltage control

The requirements on the voltage profile of LV grids and MV grids are similar. However, many of the
components used for voltage control in the MV grid, e.g., OLTCs are not installed in the LV grid. This
originates from the fact that until recently only small consumers with predictable collective
consumption were connected to the LV distribution grid, not necessitating these dynamic
countermeasures. In fact the LV grid is typically lumped into a number of loads, when analysing the
electrical grid [35]. In recent years, and in the foreseeable future, a transition from simple consumers
to what is now known as prosumers (both consumer and producer) will alter this picture. This comes
from a higher penetration of household electrical vehicle (EV) charging spots [36], electrical pumps
for heating etc., which will increase the general consumption, and photovoltaic (PV) systems [37],
small scale wind turbines, etc., which will distribute production throughout the LV grid. The
installation of production in the LV grid opens the possibility of turning what was originally designed
as a unidirectional system into a bidirectional system [38]. It is therefore evident that precautions
must be taken in the LV grid. This could be, to install components similar to the ones in the MV grid.
Another approach, introduced in [39], is to implement coordination strategies where the flexible
active power consumption of EVs and flexible reactive power production of PVs are used to maintain
an acceptable voltage profile throughout the LV grid. The effectiveness of this methods is however
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subtle in LV grids, since they have predominantly resistive characteristics. Hence, only active power
control would impact the voltage profile.
With the expected increase of electrical vehicles (EVs) strategies for coordinating their charging
patterns to reduce loss and apply voltage control has been investigated in [40]. Further, in [41] this is
extended to also consider peak shaving.

3.4

Accommodation of communication issues in control

There are several methods for analysing and designing networked control systems, with a
considerable focus on delay, packet loss and cyber-attacks. An excellent overview of this work,
excluding cyber-attacks, can be found in [42].
General methods for handling delays have also been presented. These methods range from delay
compensation [42] to robust control methods [43] and hybrid control methods [44], e.g., with delay
modes based on a Markov chain [45], [46]. Communication issues are in particular well studied for
consensus-based control algorithms, i.e., distributed systems with simple (identical) control laws at
each node of the network. Exact stability bounds for allowable delay are available in addition to
convergence rate for systems with switching network topologies [47] and extended for higher order
linear systems [48]. Consensus-based controllers have been proposed for e.g. frequency control in
[49].
There are several papers addressing cyber-attacks specifically in power system. As examples are [50],
[51] and [52] that propose methods for detecting and isolating attacks on both communication and
components in power systems. These works rely on generalizations of the classical methods used in
fault detection and fault-tolerant control.
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4

Control framework

This section gives an overview of the control framework, based on Section 4 to Section 6 of [53]. This
gives an overview of the interconnections between the different control layers and relates these to
the subsequent sections. Furthermore, the section gives a complete picture of where the controllers
developed within SmartC2Net fit into the framework of grid control. Finally, we discuss the different
realizations of the control framework.

4.1

Hierarchical control structure

A hierarchical control structure is adopted in the SmartC2Net project. This was already decided in the
SmartC2Net description of work, Part B [54]. The three lower layers of the hierarchical control
structure follow the voltage levels on the grid, with the top of the hierarchy at the highest voltage
level. On top of these layers is the central management layer that supervises the entire system.
There are controllers on each level of the hierarchy, and the controllers are interconnected with
different types of communication networks.
Figure 1 shows the hierarchical control structure with the four layers, controllers on each layer and
their connection to the physical electrical grid. Unlike most hierarchical controllers, there is no
separation of time-scales between the physical process on the different levels of the hierarchy [55],
[56]. The dynamics of the entire system are described by electrical equations (electrical grid) and
electro-mechanical equations (grid assets). The hierarchical control structure is motivated by the
amount of control effort and determinism of system behaviour rather than time-scales [56]. This
implies that control functionalities on different time scales are implemented on several layers of the
hierarchy. However, since the amount of available measurements and the controllability of assets are
low on lower voltage levels, the control solutions may differ between layers.
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Figure 1. Hierarchical control structure.
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4.2

Interconnection of controllers

The interconnections of the controllers in the SmartC2Net control architecture are shown in Figure 2,
where the controllers in bold boxes have particular focus in this project.
It is seen from the interconnections represented in the figure that functionalities like demand
management control can be implemented in different ways. Either via an aggregator (following the
communication path marked with green lines) or via the hierarchical control structure using the DSOs
communication infrastructure (following the communication path marked with black lines). It is
chosen to keep all possibilities open, since the question of responsivity for demand management is
still not settled [1]. Also this may in the near future vary among countries in Europe. Thus, the
developed control system must be applicable in any configuration. This puts constraints on the
designed controllers, where it is imperative to keep functionalities for the demand management
controller separated from other functionalities.

Figure 2. Logical Controllers considered in the SmartC2Net project.
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4.3

Functionalities

The overall SmartC2Net control system has the following four functionalities
1. Exploitation of flexibility for maximizing profit,
2. Energy balancing,
3. Loss minimization,
4. Voltage control.
The described functionalities are implemented on multiple control layers, where they are adapted to
take into account constraints e.g. induced by the communication network. These are explained in the
subsequent chapters, addressing the specific controller designs.
To implement the functionality exploitation of flexibility for maximizing profit, it is necessary to have
some flexible assets that can provide flexibility. Thus, the asset controllers (bold blue boxes in Figure
2) have the objective to provide flexibility to the demand management controller, which will then be
responsible for profit maximization. Jointly, the asset controllers and demand management
controller exploit flexibility for maximizing profit.
Table 1 provides an overview of the considered controllers on the four layers of the control
hierarchy, and lists the objectives for each controller.
Layer
Central management layer
Medium voltage layer

Controller
Demand management control
Medium voltage grid controller

Low voltage layer

Supermarket
Low voltage grid controller

Customer layer

Energy management system controller
Charging station controller

Objective
Profit maximization
Energy balancing
Loss minimization
Voltage control
Provide/manage flexibility
Energy balancing
Voltage control
Provide/manage flexibility
Provide/manage flexibility

Table 1. List of controllers at each layer of the hierarchy.

Notice that the medium voltage grid controller and the low voltage grid controller also exploit
flexible assets for control. However, this exploitation is accomplished without considering the current
and future electricity prices. This changes the control problem considerably, since a price-based
controller must rely on predictions/forecasts of future electricity prices to minimize the expected
costs. This is not necessary to do for the medium voltage grid controller and the low voltage grid
controller.
The voltage control requires control on a (sub) second- to minute-basis, while energy balancing and
loss minimization is accomplished on a 15 min. basis. Thus, these controls will be designed
separately, due to time-scale separation. Detailed descriptions of the four functionalities are
provided in the following subsections.
4.3.1

Exploitation of flexibility for maximizing profit

The ability to exploit flexibility for profit maximization (in short profit maximization) is a functionality
that is most likely accomplished by some third party that will earn money for electricity consumers
and themselves. Thus, this function must operate in isolation from the three functionalities explained
in Section 4.3.2 to Section 4.3.4.
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To earn money on flexibility, it is of course necessary to have a market. However, in this project the
market is simplistically represented through an external price signal. This implies that the effect of
changing demand cannot be seen in the market prices, which delimits the analysis of the result.
This functionality is implemented by the demand management controller that exploits the flexibility
of consumers in the grid. The demand management controller schedules the consumption of flexible
consumers at times of low energy prices; thus, saving money for the customers. The controller is
updated every 15 minutes on the basis of the external price signal, and available flexibility up/down
in terms of energy from consumers.
4.3.2

Energy balancing

Energy balancing is the responsibility of the transmission system operator (TSO), who must ensure
that there is a balance between supply and demand in the electrical system. Thus, the responsible
party for this functionality is outside the SmartC2Net control system. Therefore, we assume that an
energy setpoint is provided by an external system to the medium voltage grid controller, and that the
medium voltage grid controller must ensure that this reference is followed, i.e., it will be considered
as a tracking problem. The energy setpoint is updated every 15 minutes by the external system.
The medium voltage grid controller can use both producers and consumers in the medium voltage
grid to follow the energy setpoint. Also, a reference can be sent to the low voltage grid controller,
which subsequently can exploit production and consumption in the low voltage grid to track the
reference. Thus, the functionality energy balancing is implemented in both medium and low voltage
grid controllers.
The controllers implementing the energy balancing functionality get inputs from the assets. These
inputs are:
• Current energy production of asset
• Available energy
• Flexibility (possibility to increase or decrease production)
4.3.3

Voltage control

Voltage control is the responsibility of the distribution system operator (DSO), who according to
EN50160:2010 “Voltage characteristics of electricity supplied by public electricity networks” must
ensure that the following requirements are satisfied for every bus bar of the low voltage grid:
§LV1.
The 10 min. mean value of the supply voltage must be within ±10 % of the nominal
voltage for 95 % of the time, evaluated over a week.
§LV2.
The 10 min. mean value of the supply voltage must be within +10 % and -15 % of the
nominal voltage.
and that the following requirements are satisfied for every bus bar of the medium voltage grid:
§MV1. The 10 min. mean value of the supply voltage must be within ±10 % of the nominal
voltage for 99 % of the time, evaluated over a week.
§MV2. The 10 min. mean value of the supply voltage must be within ±15 % of the nominal
voltage.
It is seen that this functionality must be implemented on both the low and medium voltage
controllers, and that it is a problem of constraint satisfaction - not tracking.
In order to satisfy voltage constraints on a 10 min. basis, actuation and measurements are
accomplished at least every minute.
The controllers implementing this functionality can exploit both consumption and production and
will receive the following inputs
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• Current power production of asset
• Available power
• Flexibility in terms of possibility to increase or decrease production
It is an objective of the controller to minimize curtailment, while implementing this functionality. It is
important to minimize curtailment, since costs are associated with curtailment.
4.3.4

Loss minimization

Loss minimization is in the interest of the distribution system operator, who must pay for the power
losses in the distribution system. Loss minimization can be accomplished in both the medium grid
and low voltage grid, but is mostly relevant in medium voltage grid, where the means of actuation is
available. In particular, it is only possible to change the topology of the medium voltage grid, not the
low voltage grid. The loss minimization will be updated every 15 minutes; however, due to
constraints on actuators, frequent control cannot happen.
The medium voltage grid controller can use producers and consumers as well as grid components
such as switches to do loss minimization. Loss minimization can be accomplished in conjunction with
energy balancing, since the medium voltage grid controller is responsible for both functionalities.
The low voltage grid controller can only use producers and consumers for loss minimization, since
switches are not commonly available in the low voltage grid. Thus, the effectiveness of the loss
minimization is moderate in the low voltage grid. The controllers implementing the loss minimization
functionality get inputs from the assets. These inputs are
• Current energy production of asset
• Available energy
• Flexibility in terms of possibility to increase or decrease production

4.4

Summary

This chapter has outlined the structure of the developed control system, and the objectives of each
controller. The four functionalities of the entire control system are: exploitation of flexibility for
maximizing profit, energy balancing, loss minimization and voltage control. The controllers
implementing the functionalities are described in the subsequent chapters, starting with the demand
management controller that exploits flexibility for maximizing profit using responsive demand.
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5

Demand management control

The purpose of this section is to describe the developed demand management control of the three
loads: costumer energy management system (CEMS), charging station and supermarket. The chapter
is organized as follows. Section 5.1 gives an overview of the architecture of the demand management
control system. Subsequently, demand management control strategies for the costumer energy
management system (CEMS), charging station and supermarket are provided in Section 5.2 to
Section 5.4. Lastly, Section 5.5 comprises conclusions.

5.1

System architecture

The purpose of this section is to describe the main building blocks of the demand management
architecture. The demand management control system consists of equipment or systems that are
capable of communicating with each other and executing local algorithms. The system can be
spatially distributed, but each component is associated either the low voltage layer or the medium
voltage layer of the hierarchical control structure.
A block diagram of the demand management system is shown in Figure 3, where the main building
blocks are:
• Demand Management Control: The demand management control calculates energy
references for the available loads.
• Head-end: The head-end manages the communication between the demand management
controller and the loads.
• MVGC: The medium voltage grid controller aggregates the flexibility of loads, and dispatches
setpoints to loads.
• LVGC: The low voltage grid controller aggregates the flexibility of loads, and dispatches
setpoints to loads.
• VEN: The virtual end node (VEN) controls the actual load, e.g. charging station, customer
energy management system or supermarket.

Figure 3. Functional architecture of demand management system.
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The demand management controller (DMC) is the module that computes references for the flexible
loads based on field data. The DMC does not communicate directly with equipment, but an API
supplied by the head-end.
The head-end API for the DMC is a REST/JSON server interface, which can be used by the DMC to
request data and send flexibility commands to the VENs. For this, the DMC will have a HTTP client
that will connect to the head-end.
The head-end is able to communicate with field equipment, the responsive loads (e.g. CEMS), MVGC
and LVGC. In this project, an integration with CEMS will be developed using the OpenADR 2.0 profile
b. For this purpose the head-end is an OpenADR server (a VTN) and the CEMS is an OpenADR client
(VEN). The communication uses SOAP via HTTP protocol on the OADR Push Model. The OpenADR
defines this Push Model as model where the operations maybe initiated by the VTN, see Figure 4.

Figure 4. Illustration of the Push Model.

For this OpenADR interface, the VEN shall have a webserver to receive signals from the VTN and shall
have a HTTP client to send reports to the VTN. The integration between the head-end and LVGC is
done using SOAP/webservices. The LVGC shall have a webservices server and client in order to
communicate with the head-end.
The next subsection details the head-end, where after demand management controllers are
described. Further details on the implementation of the interfaces between the blocks are found in
the Annex A.
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5.1.1

Head-End

The Head-end handles data from field equipment, and stores it or routes data for different backend
building blocks.

Database Layer

Logic Layer

Headend

Interfaces

HMI

Figure 5. Head-end functional layers.

The Head-end is divided into the following modules as shown in Figure 5:
• Database layer: The database layer persists the data received from field equipment. There
are two types of databases: database for time series data and relational database. Time
series are used to persist high volume metric during a time period. The relational database is
used to persist modelling data need for assets, asset relations and configuration.
• Logic layer: The logic layer is the business logic layer that runs on the Head-end. The business
logic has processes for firmware management, events handlings, report server and assets
management.
• Interfaces: This layer implements the interfaces to other systems or implements equipment
protocols. The interfaces available for this project are the OpenADR 2.0 interface with the
CEMS/CS and SOAP/Webservices interface with LVGC.
• Human machine interface (HMI): This module implements the HMI for operator interface,
being able to consult equipment status and data. The interface is web-based and shall be
available to access via a webbrower.
The next three sections describe three concrete demand management controls of costumer energy
management system (Section 5.2), charging station (Section 5.3) and supermarket (Section 5.4).

5.2

Customer energy management system

In this section we describe the energy management system at the customer premises, which can be a
household or a small business connected to the low voltage grid. In contrast to the fast control
mechanisms in Chapter 8, this approach is more similar to scheduling, based on the market clearing
price and load forecasts for a certain time horizon, for example 6 hours. The section is organized as
follows: first Section 5.2.1 positions the controller entity (CEMS) in the overall demand management
framework. As already described in Deliverable D4.1, we stress the flexibility information definition
because it is key for understanding the optimization decisions that follow. Then, the CEMS
optimization model and the aggregated energy optimization models are presented in Section 5.2.2
and Section 5.2.3. Finally, simulation experiments in Section 5.2.4 illustrate the functionality and
benefits of customer energy local and aggregated management.
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5.2.1

Overall customer energy management architecture

A Customer Energy Management controller is an ICT entity installed at the customer premises that
allows the DSO or an energy provider or a third party to control the net transfer of energy from the
grid to the customer and from the customer into the grid. It is important to note that with this
architecture no other entity has direct control on a specific customer asset such as EV or PV
generation, etc. Concerning the PV model, the generated active power can be derated and/or
curtailed. For a simple active power control, the ideal photovoltaic output 𝑝 is first limited by the
inverter maximum power 𝑃rated as follows
𝑃gen = min(𝑃rated , 𝜂𝜂𝐼solar ),

where 𝜂 is the efficiency of the solar cells and 𝐴 is their area in m2. To control a certain range of this
power output, we introduce the generation factor 𝑔𝑔 ∈ [𝑔𝑔min , 1] with gfmin <1. For a certain
gen

available power P , the PV generates therefore the power
𝑝 = 𝑔𝑔𝑃gen

with 𝑔𝑓min 𝑃gen ≤ 𝑝 ≤ 𝑃gen ≤ 𝑃rated . This model can be easily mapped to the industrial modes of
control using derated power and curtailing [57].
As a typical flexible load in a household, we have selected the HVAC (heating ventilation and air
conditioning) used for heating the house (same for cooling) and a privately owned EV. These assets
are connected by a local controller, to the CEMS, via a bidirectional data interface. The assets deliver
flexibility information to the controller, and the controller calculates a control signal, specific for each
asset type. This is one of the main differences between this proposed demand management and the
energy balancing described in Section 6.1 and Section 7.1. In a further aggregation step, the CEMS
controllers communicate with an aggregation controller (a part of the demand management control
functional block in Figure 3), as depicted in Figure 6. The bidirectional interface between the energy
aggregated function and the CEMS controller consists of following pieces of information:
• power and energy flexibility profile (from CEMS)
• preferred load trajectory (from CEMS)
• setpoint trajectory (to CEMS)
• market clearing energy prices (to CEMS)
• PV irradiation forecast data,
• load forecast data
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Figure 6. CEMS energy management architecture.

5.2.2

CEMS optimization model

As mentioned at the beginning, the basic idea of reporting flexibility is to transfer the control of the
house energy management up to the demand management controller that participates in the energy
market, but in the same time to follow local management goals. The optimization is performed
across the time horizon consisting of N time periods of length T (for instance N=24, T= 15 min.)
The result is a multi-objective optimization problem with three terms, which can be weighted
differently in order to investigate the solution properties. The first term in (7) makes the CEMS follow
the set points imposed by the demand management controller, and does so by minimizing the
deviation between the CEMS net consumption (or injection in the grid) and the CEMS setpoint
reference Pref , similarly to the objective used in [8], [58]. The second term maximizes the own
generated power gf Pgen over the prediction time horizon. PV Generation may be curtailed to
accommodate the setpoint, but with this term, as much as possible PV energy will be locally
consumed or stored. Finally, the third term uses the day ahead prices to minimize energy cost. The
market clearing price 𝑐𝑗 (price every 15 minutes) is published and available the day before, for the
whole grid. Even if the household does not have an immediate monetary advantage for consuming
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more when the price is low, high prices correlate to high demand that should be penalized in the
objective function. As the prices are positive, the minimization will normally cause the reduction of
total energy consumption. However, less energy consumption is not always desired, especially when
storage is involved. For instance in the EV case, minimum consumption would cause that the
charging will stop once the minimum demand dmin is reached. In order to obtain a balanced energy
consumption, we set 𝑐𝑗 , relative to an average value. In this way positive values will discourage
consumption, and negative values will increase consumption.
The optimization program in Equations (7) - (15) is quadratic and has integer (binary) variables. The
constraint (8) expresses the power flows balance at the house grid connecting point. The constraints
(11) and (12) express the accumulation of energy in the battery, such that is has to be within the
flexibility limits. Similarly, the HVAC system is constrained in (13) and (14). The notation is shown in
Table 2.
CEMS Optimization problem:
Minimize

K1 ∑ ( Pjin − Pjref ) 2 − K 2 ∑ gf j Pjgen + K 3 c j Pjin +

(7)

Pjin + gf j Pjgen − y j − Pjload − z j P HVAC = 0, j ∈ N

(8)

EV
0 ≤ y j ≤ Pmax
, j∈N

(9)

z j ∈{0,1}, j ∈ N

(10)

E EV
= E EV
j
j −1 + y j −1T , j ∈ N − {0}

(11)

j∈N

j∈N

subject to:

(12)
pasv
E HVAC
= E HVAC
− E trans
+ z j −1 P HVAC T , j ∈ N − {0}
j
j −1
j −1 + E
HVAC

Ej

HVAC

≤ E HVAC
≤Ej
j

, j∈N

gf min ≤ gf j ≤ 1, j ∈ N
Notation

Description
Charging power in kW during period j
HVAC heating control signal (binary)
generation factor in period j
EV charged energy until period j
Energy consumed until period j
Household net power from or to the grid
zero else.
Non-flexible load
House Lost energy through the walls
Table 2. Notation Summary
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The results of the CEMS optimization are:
.

•

a plan of the preferred net power consumption or power injection in the grid

•

a plan for the control actions: a) zj , j ∈ N towards the HVAC, b) yj , j ∈ N towards the EV
charging point, c) gfj, j ∈ N towards the PV inverter.

5.2.3

Aggregated energy optimization model

In this section we describe the model of the aggregated energy function, see Figure 6. Its main role is
to schedule the house loads, i.e. to decide which of the houses require high consumption during each
time period.
The key idea is to take the total power demand and to distribute it in such a way that the resulting
power that corresponds to the sum of CEMS setpoints does not exceed the allowed power limit of
the transformer.
We assume for the sake of simplicity that a single household is attached to a bus in the radial LV grid.
In practice, we assign to each bus several households (or CEMS controllers) to be individually
controlled. Let 𝐵 be the set of buses (households). Based on the preferred load trajectory Pin , i ∈ B,
received from the CEMS, we define the
as the additional power required to calculate the
setpoint, for bus 𝑖, therefore

. T is the duration of a period and appears in the

equation in order to convert energy in power and vice versa.
Aggregated energy optimization problem:
minimize

α ∑ β i 2 − (1 − α ) ∑ ( Pi in + β i − Pi ref − ) 2

(16)

∑ (P

(17)

i∈B

subject to:

i∈B

j∈N

+ β i ) ≤ P LV

in

i

CEMS

βi ≤ E i

/T −

∑P

,i ∈ B

(18)

∑P

,i ∈ B

(19)

k∈N |k ≤ j

β i ≥ E CEMS
/T −
i

k∈N |k ≤ j

in
ki

in
ki

The objective of the optimization problem (16) has two terms: a) to minimize the total squared error
between offered loads of the households and the estimated setpoint values, and b) to minimize the
setpoint fluctuation between subsequent time periods. For the latter goal, we store the setpoint
calculated at time index j-1 and use it in period j as Piref- . α is a parameter to tune the relative
importance of the goals.
The constraint (17) limits the setpoints below PLV. The flexibility constraints (18) and (19) can be
better explained with the diagram in Figure 7. Assume βi > 0. For the selected period (e.g. j=2) the
setpoint
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flexibility value as expressed in Equation (18). Similarly, if βi < 0, the setpoint value B should be larger
than lower bound flexibility expressed by Equation (19).

Figure 7. Graphical interpretation of constraints (18) and (19). The planned load curve (red) is situated
between the flexibility limits.

5.2.4

Simulation

The model detailed in Figure 6 has been implemented, where the aggregation controller or the
demand management controller runs the algorithm in Section 5.2.3 and the CEMS controllers use the
algorithm discussed in Section 5.2.2. A scaled down version benchmark residential LV grid was used
considering a rural area in Denmark with 42 buses, to which a number of 38 households are
connected (see Figure 9). In the simulation, all the households have been enhanced with 5kW HVACs
used for heating, and with PV panels with a nominal power 4kW. Nine houses have been configured
with EV charging points associated to various parking periods and

= 3.7 kW. The HVACs' starting

inside temperature was randomly distributed between 18.1 and 21.9 degrees, the outside
temperature being 1°C (January). The simulation experiments have been performed for a duration of
72 periods (18 hours) with a forward planning horizon of 6 hours. The communication is assumed
ideal and not interrupted (the normal use case).
One goal of the simulations is to confirm that we can schedule higher loads than in the current grid in
such a way, that the grid infrastructure needs not be enhanced. In Figure 8 we illustrate the
distribution of the loads on the buses: the red heating periods (more than 5kW) are alternating
among the households represented on the columns of the diagram. The light grey regions
correspond to loads between 1 and 4.9 kW and are mainly caused by EV charging. The uncoloured
rest is background load. Heating is more frequent in the evening (towards the bottom of the figure).
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Figure 8. Load distribution on the buses (x-axis) during the 72 simulation periods (y-axis).

Figure 9. Low voltage benchmark grid used for CEMS simulations

5.2.4.1

Simulation results

The overall system operation in energy closed loop is illustrated in Figure 10 in which we plot the
sum of the bus loads and the sum of power setpoints in the time from 6am to 12pm.
We observe that loads and setpoints follow each other. However, we can also observe that the loads
exceed the setpoints in high load conditions. This is possible since the setpoint is not a hard
constraint. One way to reduce this error is by tuning the values of the relative importance of the
goals, by increasing the weight 𝛼 in the objective function (16).
On the same axis are shown the energy prices cj, 1 relative to the base price of 44,23 Euro/MW on
that day, and the effect of negative prices on the consumption increase.
1

See http://www.exaa.at/en/marketdata/trade-results
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Figure 10. Total load and setpoint in kW as a function of time (period). Prices are relative to the base price.

Considering a certain bus in detail, the load and setpoint values converge as well. The load and
setpoints of household LD2 (see Figure 9) are shown in
Figure 11. EV charging occurs from periods 12 to 28 and from 40 to 64). Heating takes place in period
28 and from 62 to 64.

Figure 11. Load and setpoint in kW at LD2 as a function of time.

5.2.4.2

Discussion of simulation results

The preliminary tests illustrate the desired functionality of the energy loop between Aggregation
Controller (as part of the Demand Management Control) and individual CEMS controllers: the
convergence between setpoint and load in absence of disruptions, the impact of prices and the fact
that CEMS setpoints are within the flexibility bounds. On the Aggregation Controller level, the
transformer limiting power constraint is also satisfied.
Also the inclusion of PV output maximization term in the objective (7) of Section 5.2.2 leads to more
energy stored in the battery and higher internal house temperature than the case without this term.
Further experiments will evaluate the performance of EV charging (charged energy), the impact of
unplanned flexible consumption changes and that of disruptions in the connectivity between
demand management nodes.
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5.3

Charging station controller

A (public) charging station controls the charging points situated in a parking lot. A charging point may
have associated a future or an active (charging) activity i ∈ A. The duration of the activity is
discretized into periods of duration T=15 min., in each of which the charging point supplies a

constant power value between zero and Pimax, (which has to be supported both by the vehicle and by
the charging point).

Assume a known set of charging activities i ∈ A and planning time of N intervals. The activity spans
the interval [ei, li] between plug-in time and leave time. The variable Pij denotes the power level
injected into the EV corresponding to the activity i, and period (starting at) j. Each activity requires
that the total energy charged lies between a minimum and a maximum demand value [dmin, dmax],
which is expressed in constraint (21). The charging power is zero outside the time window interval
for activity I, (22). Furthermore, Pij must be below Pimax. The objective is to minimize the square

error between the imposed power setpoint of the charging station, Pjref and the summed power Pij,
over the whole time horizon NT, where N is the number of periods. The second term minimizes the
deviation between the power consumption in consecutive periods. In this way we avoid large
oscillations between successive values. We define:
and
EV public charging station optimization problem:
minimize
(20)
subject to
(21)
(22)
(23)

Solving the quadratic problem, we obtain the optimal power values Pij which are the power reference
levels applied to the charging point of each plugged-in EV. The two demand levels in (21) allow
already an adaptation of the charging station to the grid conditions, but also to the parking duration.
The system is designed to work with uncertainties, that appear if the planned parking duration is not
respected, etc. Such a case triggers a reschedule of the activities and an updated plan is created.
On the LV grid level, the Demand Management Optimization receives the proposed power load of all
charging stations (and the households as well) and calculates the setpoints such that each charging
station receives a fair share of the power resources.
In an experiment with three charging stations, we imposed an explicit total power limitation (to
downscale the transformer capacity) that we denote TotalLVSetPoint. In Figure 12, setpoints at each
CS try to follow the load and vice-versa, whereas at the LV grid level the sum of the three loads is
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forced to follow the TotalLVSetPoint curve. In the scenario we created a balanced charging demand
among the three charging stations by sending 12 EVs to each charging station. Each charging station
was limited in its available power, and scheduled the EVs accordingly. The figures show the demand
control function: the load of each charging station follows plan (with some delay) and the total load
follows the total planned consumption.

Figure 12. Load and power setpoint of each of three charging stations, compared to an (artificially) imposed
available power profile.

5.4

Demand management using supermarket refrigeration systems

This section presents control algorithms for exploiting supermarket refrigeration systems for demand
management. Two different control algorithms are presented; one algorithm for exploiting the
normal refrigeration cycle of the supermarket [59], and one for exploiting defrost cycles [60]. The
first algorithm generalizes to other thermal storages, while the second algorithm generalizes to batch
process. We emphasize that both algorithms are scalable, i.e., they require a minimum of
computation both in the design phase and at runtime.
5.4.1

Refrigeration cycle for demand management

A supermarket is capable of offering flexible consumption by utilizing the thermal mass contained in
its display cases. Decreasing display case temperatures results in an increase in power consumption.
Furthermore, when the temperatures are below the upper bound it is possible to decrease the
power consumption until the temperatures again reach this upper bound.
By the above description, it is clear that supermarkets can be used for demand management, similar
to several other works, e.g., based on predictive control methods. However, such controllers require
that the demand management controller has a model of each of the controlled processes, which
results in a very complicated control system.

Page 32 of 76

FP7-ICT-318023/ D4.2
In [59] it is proposed to abstract each supermarket by an ON/OFF model. In the OFF mode, the
supermarket runs in its default operation mode, which for example could be to minimize power
consumption. However, in the ON mode the supermarket increases the overall power consumption,
by lowering the temperatures in the display cases. By generating this abstraction, the demand
management controller can be designed without a complicated model of the supermarket.
The control setup is shown in Figure 13, where it is seen that there is a supervisory controller at the
supermarket that controls the display cases. The control is based on the ON/OFF signal from a
demand management controller. Lastly, the supervisory controller must send the current flexible
power to the demand management.

Figure 13. Placement of the supermarket supervisor according to the local display case controllers and the
refrigeration system.

To synthesize the demand management controller, it is proposed to utilize a PI-based controller in
combination with a dispatch algorithm that uses the so-called best power response first strategy. This
makes the control solution more scalable than using a prediction based method.
To show the performance of the system, a simulation of 400 supermarkets is shown in Figure 14. The
demand management sends a reference to the collection of supermarkets, which follow the
reference.

Figure 14. One day simulation of a portfolio of 400 supermarkets.
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From this work, we conclude that thermal storage can be used for demand management, and that
scalable methods for synthesizing the control strategy exist.
5.4.2

Defrost cycle for demand management

The display cases in supermarkets are defrosted twice a day. This process demands a lot of energy,
but can be shifted in time as a batch process under certain constraints. The idea of this section is to
show that defrost cycles can be shifted from time periods with high electricity prices to time periods
with lower prices. The relevance of considering defrost cycles is further motivated by Figure 15,
where a worst case scenario is displayed; i.e., the defrost cycles are carried out in the two most
expensive hours of the day. This makes the cost of defrosting the display cases high.

Figure 15. Typical daily power consumption of a small Danish supermarket along with electricity prices for
the given day. The solid line is power consumption and the dashed line price. Consumption Data provided by
Danfoss A/S and electricity prices are from NordPool Elspot.

A simulation study shows that the optimal planning strategy can reduce cost of defrost cycles with
31.7% compared to a current strategy of executing all defrost cycles at the same time each day. It
should be noted that the shift of defrost cycles is independent of the demand management
algorithm explained in Section 5.4.1; thus, they may run simultaneously.
An overview of the system architecture is shown in Figure 16, where the supermarket receives a
price signal and manages the defrost cycles of each display case to minimize the cost of running
these. It should be noted, that even though the focus is on economic dispatch, the defrost cycles
could as easily be part of a direct control setup and coexist with other services.
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Figure 16. Illustration of the connection from supermarket display cases to electricity markets. The
supermarket defrost planner determines when to run defrost cycles for the 𝑵 display cases, based on
knowledge of future electricity prices.

In this context, the supermarket defrost planner is the demand management algorithm, which aims
to minimize cost of executing defrost cycles of the individual display cases. The defrost planner
receives flexibility information from each display case and uses this in its planning strategy.
5.4.2.1

System description

A defrost cycle is modelled as a timed transition system, i.e. a triple 𝐷 = (𝐿, 𝑈, 𝑋), where 𝐿 =
{𝑟𝑟𝑟𝑟𝑟, 𝑑𝑑𝑑𝑑𝑑𝑑𝑑, 𝑤𝑤𝑤𝑤} is the set of locations, 𝑈 = {𝑢} is the set of actions and 𝑋 = {𝑥, 𝑦, 𝑧} is the
set of real-valued clocks i.e., 𝑋 ∈ ℝ3+ and 𝑥̇ = 𝑦̇ = 𝑧̇ = 1. An illustration of the system model is
shown in Figure 17, and further details on the model are found in [57] and [53]. The system has a
constant power consumption 𝑃 during the entire time that the system is in the state defrost.

Figure 17. Discrete model of the defrost cycle.

Initially, we consider the problem in discrete time, since the price signal will be updated at discrete
time instances with a constant sampling time 𝑇𝑠 . We identify the price signal with a column vector
𝑇
𝑐 = [𝑐1 𝑐2 … 𝑐𝜅 ]
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We define 𝐾 such that the system is in the state defrost for all samples 𝑘 ∈ 𝐾, and define the
indicator function 𝐼𝐾 : {1, … , 𝜅} → {0,1} such that
1 if 𝑘 ∈ 𝐾
𝐼𝐾 (𝑘) = �
0 otherwise

The objective of the control is to minimize the cost of electrical energy consumed during each defrost
cycle of 𝑁 display cases. Thus, minimizing
𝑁

𝐽 = � 𝑐 𝑇 𝐼𝐾𝑖 𝑃𝑖 𝑇𝑠
𝑖=1

subject to constraints such as minimum and maximum time between defrost cycles and number of
defrost cycles that may terminate at the same sample. The control of the defrost cycles is given by
𝐼𝐾𝑖 for 𝑖 = 1,2, … , 𝑁, which essentially is a schedule of the defrost cycles. It is seen that this is a
combinatorial problem. Therefore, a relaxation of the problem is also presented in [60], which
provides a scalable approach to solving the optimization problem.
5.4.2.2

Simulation

We compare the strategy currently used in supermarkets with the proposed strategy based on the
energy cost. The comparison is based on prices from the Danish spot market from January 2013. An
illustration of a two day simulation is shown in Figure 18.

Figure 18. Comparison between the proposed optimal solution and the current implemented

The comparison shows a reduced cost of defrost cycles with 31.7%. Applying the optimal defrost
planning strategy to all supermarkets in Denmark would then reduce the yearly cost with
approximately 600 thousand EUR.

5.5

Conclusions

This chapter has provided an overview of the demand response architecture. Subsequently, three
different demand management controllers have been presented for costumer energy management
system (CEMS), charging station and supermarket. These controllers show how different types of
loads can be exploited by the demand management system.
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6

Medium voltage grid control

The purpose of this chapter is to describe the medium voltage grid controller, and analyse the effects
of cyber-attacks on its performance. The medium voltage grid controller implements three
functionalities: energy balancing, loss minimization and voltage control.
The chapter is divided into three sections, where Section 6.1 presents the results of an analysis of the
impact of cyber-attacks on the medium voltage control. This will specify the effects that the medium
voltage grid controller should be resilient towards. Section 6.2 presents algorithms for energy
balancing and loss minimization using the internal modelling principle and Section 6.3 presents an
algorithm for voltage control with performance guarantees. Finally, Section 6.4 provides conclusions
for the developed medium voltage controller.
The medium voltage grid controller is jointly simulated with the low voltage grid controller in Section
8, showing the adaptability of the control system, while this chapter provides simulations for each
functionality in isolation.

6.1

Impact of cyber-attacks on medium voltage control

This section is devoted to examine the communication exceptions possibly affecting the MV grid
control function and to be appropriately managed by adaptive mechanisms of the MV control
algorithm.
The start base for the analysis is the communication functional specification of the MV control
function within the SmartC2Net control architecture and the different types of communication
exceptions that may be caused by network overloads, accidental faults or malicious activities
undergoing on the network. Communication exceptions may be associated with degraded network
performances (QoS) or communication failures. Given the distributed and stratified composition of
the communication infrastructure deployed by the MV control use case, accidental faults and
malicious attacks may affect the communication links [A], [B], [C], [D], [E] in Figure 2, propagating
their effects along the functional concatenation of failure events. As the communication is
bidirectional, in case of fake packets or packet losses the control algorithm needs to know which type
of flow has been disturbed, e.g. forecast data, actuation signals, setpoints, field data.
With respect to the SmartC2Net overall architecture, the adaptive control mechanisms managing the
communication exceptions have to be considered as one of the automatic line of defence to be
coordinated with the other adaptive actions performed at the monitoring and the communication
layers of the overall architecture. The adaptive control mechanisms are meant to deal with residual
communications exceptions that have not been removed by the other adaptive/recovery
mechanisms within the SmartC2Net closed control loop in Figure 19.
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Figure 19. SmartC2Net Control Loops.

Communication Root Cause
Links

QoS Indicators

[A], [C], [D], [E]

TCP Retransmissions
TCP Reconnections
Delays
Jitter
Packet Loss
TCP Retransmissions
TCP Connection Loss
TCP Reconnections
Delays
Jitter
Packet Loss
Link down
Client/Server
blocked
TCP Retransmissions
TCP connection loss
TCP reconnections
Delays
Jitter
Packet Loss
Link down [Link]
Client/Server
blocked

Network
overloads

[A], [B], [C], [D], Accidental
[E]
faults

[A], [B], [C], [D], Malicious
[E]
attacks

Control Parameters
from
Monitoring/FM
Layer
Delay [Measure]
Jitter [Measure]
Packet Loss [Packet
Type, Measure]

Control Parameters
from
Communications
Layer
Adaptive/Recovery
Action
[initiated,
Recovery Time]
Adaptive/Recovery
Action [completed]
Delay [Measure]
Adaptive/Recovery
Jitter [Measure]
Action
[initiated,
Packet Loss [Packet Recovery Time]
Type, Measure]
Adaptive/Recovery
Communication Loss Action [completed]
[Link]
Faulty Component
[Component]
Delay [Measure]
Jitter [Measure]
Packet Loss [Packet
Type, Measure]
Fake Packet [Packet
Type]
Communication Loss
[Link]
Attack
Detected
[Attack type]

Table 3. Medium Voltage Control – Communication exceptions.
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In operational terms this means that the control algorithm has to be extended with additional input
parameters in the last two columns of Table 3 enabling it to tackle with the communication
exceptions in the third column representing an high level view of the experimental evaluation
performed in the RSE Testbed. For example the experimental evaluation of cyber-attacks performed
on the communication infrastructure of the medium voltage control result in increased number of
retransmitted packets, measured delays and in worse case loss of connection to the assets, see
Deliverable D2.3. For the control system, these anomalous behaviours are seen as increased, possibly
unrecovered, delay and jitter, and loss of controllability of assets. Thus, these effects must be
handled by the SmartC2Net MV control algorithm.

6.2

Energy balancing and loss minimization

In this section an overview of the control system for energy balancing and loss minimization is given,
followed by a description of the load estimation, flexible production, feedback control law and
dispatch algorithm. The controlled system consists of the electrical grid, flexible production units,
e.g., wind and solar photovoltaics, and inflexible load profiles. The control system structure is
depicted in Figure 20.

Figure 20. Control system structure, with the system consisting of production, consumption and electrical
grid. Based on estimation of inflexible load and the reference signal 𝒑𝐫𝐫𝐫 , the feedback controller calculates
an output 𝒖𝐫𝐫𝐫 , which is dispatched to the flexible production units.

It is seen from Figure 20 that this controller implements the functionalities energy balancing to
follow the setpoint 𝑝ref and loss minimization via a particular dispatch strategy. This is accomplished
by the controller calculating the total power to be produced by the flexible assets (𝑢ref ). This power
is subsequently dispatched to the flexible production units, such that losses are minimized. Note that
the method is not limited to this particular set of assets, i.e., other assets may easily be added to the
system. This is exemplified in Section 8, where the low voltage grid controller and the medium
voltage grid controller jointly perform energy balancing.
The section is organized as follows. Section 6.2.1 presents a load model and an associated estimation
algorithm and Section 6.2.2 presents the asset modelling. Subsequently, the control algorithms are
explained in Section 6.2.3 and Section 6.2.4. Finally, simulation results are presented in Section 6.2.5
including loss of communication to assets.
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6.2.1

Load modelling and estimation

The inflexible load profiles from consumers can be seen as a disturbance affecting the control system
performance. Knowledge of the disturbance behaviour can be incorporated into the control strategy
in different ways, e.g., using model predictive control or internal model principle. Obtaining a model
of the uncontrollable part of a dynamic system is extremely valuable for the following reason: A
disturbance can be completely rejected, only if the controller contains a model of it [61]. We exploit
the load modelling presented is Section 10.1 of Deliverable 4.1, which gives a dynamic model of the
aggregated residential load in an entire low voltage grid. However, in this section we evaluate the
performance of the estimation when the system is controlled, i.e., the actual medium voltage grid
controller is active during all simulations. This verifies that the controller does not deteriorate the
performance of the load estimation.
In accordance with Section 10.1 of Deliverable 4.1, we exploit the internal model principle, and
model the inflexible load by linear oscillators described by the following dynamic system

with

𝑥̇ = 𝐴𝐴 + 𝑤
𝑦 = 𝐶𝐶 + 𝑣
0
⎡
−𝛽
⎢ 1
𝐴=⎢ 0
⎢ 0
⎣ 0

𝛽1
0
0
0
0

0 0 0
⎤
0 0 0 ⎥
0
𝛽2 0⎥
−𝛽2 0 0⎥
0
0 0⎦

𝐶 = [𝑎1 cos(𝜃1 ) 𝑎1 sin(𝜃1 ) 𝑎2 cos(𝜃2 ) 𝑎2 sin(𝜃2 ) 1]

where 𝐴 ∈ ℝ5×5 is the system matrix, 𝐶 ∈ ℝ1×5 is the output matrix, 𝑥 ∈ ℝ5 is the state vector,
𝑤 ∈ ℝ5 is the process noise and 𝑣 ∈ ℝ is the measurement noise. It is assumed that 𝑤 and 𝑣 are
vectors of stochastic processes, which are assumed to have a zero mean normal distribution. Finally,
𝛽1 , 𝛽2 ∈ ℝ describe the frequencies of the oscillators.

The load model is combined with a Kalman filter to estimate the load state. This estimate is used for
feed-forward in the control algorithm, i.e., a controller is active in the subsequent simulations. The
effectiveness of estimating an aggregated residential load (sum of all residential loads in a low
voltage grid) using the described model and a Kalman filter is demonstrated in Figure 21. The figure
shows a 14 day period of real consumption data. The model used in the estimator consists of two
harmonic oscillators with frequencies; 𝛽1 =

2𝜋
24 hours

2𝜋

and 𝛽2 = 12 hours, respectively. It can be

observed that the estimator needs a couple of days to converge, but after it has converged it exhibits
good tracking ability. Figure 22 shows the aggregated residential load of three different low voltage
grids, and it is seen that the developed estimation fits all three loads. This approach could also be
applied to estimate reactive power.
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Figure 21. Performance of proposed estimation method throughout a 14 day period, evaluated on real
consumption data. The two last days of the estimation is highlighted and it can be seen that even with a
simplistic estimation method good tracking capabilities are achieved.

Figure 22. Actual consumption of the three inflexible loads, along with the estimated values of them.

The Kalman filter method is a closed-loop method depending on measurements of the output in
order to adapt. Therefore, the estimation approach should also be verified in open-loop, i.e., how
well does the proposed model perform when estimating one day into the future. This is illustrated in
Figure 23, where it is seen that the model is capable of capturing the general behaviour. If only two
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frequencies are used (𝑝 = 2), the spikes in consumption cannot be captured; however, this is
possible, when increasing the number of frequencies – already at 𝑝 = 6.

Figure 23. Open-loop performance of the proposed estimation method. The model is capable of capturing
the general behaviour of the load, and the quality of the estimation improves, when the number of
considered frequencies (𝒑) is increased.

6.2.2

Asset modelling

Detailed asset models are developed in Deliverable 4.1. These models are good for simulation, but
they are too detailed for being used in the controller design. Therefore, simpler models, so-called
control models, are derived under the assumption that the inherent robustness of the control system
makes the designed controller applicable for the detailed models as well. In particular, we assume
that all flexible assets are equipped with a local control loop ensuring that a received reference will
be reached, if the reference signal is feasible. It is e.g., not possible for a wind turbine to produce
more power than available in the wind. This behaviour is model as a first order system to take into
account that a new reference signal will not be reached instantaneously. The control model of a
flexible asset is then given by
𝑥̇ 𝑎 = 𝑎𝑎 𝑥𝑎 + 𝑏𝑎 𝑢,
𝑦𝑎 = 𝑐𝑎 𝑥𝑎 ,
where 𝑥𝑎 ∈ ℝ is the asset state, 𝑢 ∈ ℝ is the reference signal, 𝑦𝑎 ∈ ℝ is the active power output,
𝑎𝑎 , 𝑏𝑎 , 𝑐𝑎 ∈ ℝ are the asset parameters. Furthermore, each flexible asset is bound by constraints,
such as a PV system not being able to consume active power or inject active power at night. These
constraints are given as follows
𝑢min ≤ 𝑢 ≤ 𝑢max ,

where 𝑢min ∈ ℝ is the minimum available flexible power, 𝑢max ∈ ℝ is the maximum available
flexible power. It should be noted that the bounds can change with time, e.g., the available amount
of wind power depends on the wind speed at that given time instance.
6.2.3

Energy balancing algorithm

Even though the estimation method described in Section 6.2.1 shows good performance there are
still discrepancies between the measured and estimated output. This indicates that we cannot rely
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entirely on feed-forward control to achieve good reference tracking ability. Therefore, a dynamic
feedback control law is formulated, to handle these discrepancies. All the controllable asset models
are combined into one model as follows
𝑥̇ = 𝐴𝐴 + 𝐵𝐵,
𝑦 = 𝐶𝐶,
with

𝐴 = diag�𝑎𝑎,1 , … , 𝑎𝑎,𝑚 �,
𝑇

𝐵 = �𝑏𝑎,1 … 𝑏𝑎,𝑚 � ,
𝐶 = �𝑐𝑎,1 … 𝑐𝑎,𝑚 �,

where 𝑥 ∈ ℝ𝑚 is the controllable system state vector, 𝐴 ∈ ℝ𝑚×𝑚 is the controllable system matrix,
𝐵 ∈ ℝ𝑚 is the controllable system input matrix, 𝐶 ∈ ℝ1×𝑚 is the controllable system output matrix,
𝑦 ∈ ℝ is the total active power output of all controllable assets, and 𝑚 ∈ ℕ is the number of flexible
assets. We define 𝑧 = [𝑟 𝑦]𝑇 , with 𝑟 ∈ ℝ being the reference signal in combination with the load
estimate, i.e., 𝑟 = 𝑝ref + 𝑝̂load , where 𝑝̂load = ∑𝑆𝑖=1 𝑦𝑙,𝑖 is the total estimated load, and 𝑆 ∈ ℕ is the
number of estimated loads. Then, the dynamic control law is given as
𝑥̇ 𝑐 = 𝐴𝑐 𝑥𝑐 + 𝐵𝑐 𝑧,
𝑢ref = 𝐶𝑐 𝑥𝑐 + 𝐷𝑐 𝑧,

where 𝑥𝑐 ∈ ℝ𝑚 is the controller state and 𝑢ref ∈ ℝ is the control output to the dispatch, i.e., 𝑢ref is
the total active power that all the controllable assets should produce or consume. The feedback
control system parameters 𝐴𝑐 , 𝐵𝑐 , 𝐶𝑐 and 𝐷𝑐 are determined using the controllable asset model
along with state feedback gain, observer gain, and feed-forward gain as follows
𝑥̇ 𝑐 = (𝐴 + 𝐵𝐵 + 𝐿𝐿) 𝑥𝑐 + [𝑀 – 𝐿]𝑧,
𝑢ref = 𝐾𝑥𝑐 + [𝑁 0]𝑧,

where , 𝐾 ∈ ℝ1×𝑚 is the feedback gain matrix, , 𝐿 ∈ ℝ𝑚 is the observer gain matrix, , 𝑀 ∈ ℝ𝑚 is the
observer feed-forward matrix, and , 𝑁 ∈ ℝ is the control feed-forward gain. Both 𝑀 and 𝑁 are
determined using the zero assignment method. The feedback gain, 𝐾 and observer gain, 𝐿 are
designed such that 𝐴 + 𝐵𝐵 and 𝐴 + 𝐿𝐿 are stable. It should be noted that robustness in reference
tracking can be obtained by adding integral action to the system. This is done by augmenting the
control system matrix with an additional state.
This finalizes the actual controller design; however, it should be noted that 𝑢ref should be produced
by an entire collection of assets, i.e., a dispatch algorithm is necessary. This can be designed in many
different ways, where the next section presents a method for minimizing active power losses.
6.2.4

Loss minimization algorithm

The control signal, 𝑢ref, produced by the control system detailed above, can be passed through a
dispatch algorithm. The objective of the dispatch algorithm is to minimize active power loss while
respecting asset constraints. The active power loss of an electrical grid can be written as
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where 𝑖 ∈ ℝ𝑛 is the injected current at each bus, 𝑍(𝜔) ∈ ℂ𝑛×𝑛 is the bus impedance matrix,
𝑅𝑅(𝑍(𝜔)) denotes the real part of 𝑍(𝜔), 𝜔 is the electrical grid frequency (50 Hz for Europe), 𝑛 is
the number of busses in the system, and * denotes the conjugate transpose. See on page 289 in [62]
for a full derivation of the active power loss formula, and page 369 in [62] for an algorithm to
compute 𝑍(𝜔). In the following we assume a constant frequency.

The values of the current 𝑖 are typically not known, but can be expressed by the complex power and
voltage at each bus

𝑠𝑘∗
𝑖𝑘 = ∗ ,
𝑣𝑘

𝑘 = 1, … , 𝑛,

where 𝑣𝑘 ∈ ℂ is the voltage at bus 𝑘, 𝑠𝑘 = 𝑝𝑘 + 𝑗𝑞𝑘 is the complex power at bus 𝑘, with 𝑝𝑘 , 𝑞𝑘 ∈ ℝ
being the active and reactive power component, respectively. If the bus voltages are measured, they
can be combined with the grid impedance matrix as follows
𝐵 = 𝑉Re(𝑍)𝑉,

with

𝑉 = diag(𝑣1−1 , … , 𝑣𝑛−1 ),

resulting in

𝐽 = 𝑠 ∗ 𝐵𝐵,
where 𝑠 = [𝑠1 … 𝑠𝑛 ]𝑇 . Now the cost function is formulated with respect to the complex power at
each bus. With the estimate of power consumption at load busses (both active and reactive), along
with assumed voltage measurements the dispatch optimization problem to be can be formulated as
minimize

subject to

𝐽

𝑚

�

𝑢𝑘 = 𝑢ref ,

𝑘=1

𝑢𝑘,min ≤ 𝑢𝑘 ≤ 𝑢𝑘,max ,

𝑘 = 1, … , 𝑚,

with variables 𝑢1 , … , 𝑢𝑚 and data 𝑢1,min , … , 𝑢𝑚,min , 𝑢1,max , … , 𝑢𝑚,max , 𝑞1 , … , 𝑞𝑛 , 𝑣1 , … , 𝑣𝑛 , 𝑝̂𝑙 , 𝑢ref ,
and 𝑍. It should be noted that the decision variables 𝑢𝑘 represent active power injection at flexible
production busses and that 𝑝̂𝑙 ∈ ℝ𝑆 is a vector of estimated active power consumption at load
busses. The cost function can be shown to be convex in the real and imaginary parts of the complex
power, and with the constraints also being convex it is a convex programming problem, which can be
solved globally, with known methods. Notice that the operation of e.g. tie-switches can be added in
to the loss minimization using standard methods [23] [24]. The consequence of adding switches is
that the optimization problem becomes a mixed integer programming problem, which is much more
computational demanding to solve than the presented convex programming problem.
6.2.5

Simulation examples

In these simulations we consider a medium voltage meshed distribution grid, with seven busses,
three inflexible residential loads (aggregation of three LV grids), and two flexible production units (PV
system and a wind turbine). The MVGC receives a power reference signal from the distribution
management system (DMS) and dispatches this to the two production units. This setup is depicted in
Figure 24, where 𝐿1 , 𝐿2 and 𝐿3 are residential loads. The wind turbine (WT) has a rated power output
of 660 kW and the solar PV system has a rated power of 800 kW. There is assumed ideal
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communication in the first simulation (no delay or loss). In the second simulation, communication to
the wind turbine is lost at approximately 11:00. The cause of the lost communication could be a
malicious attack as indicated in Section 6.1. The simulations are accomplished in discrete time with a
time step of one minute, i.e., all models are discretized.

Figure 24. Medium voltage distribution grid used in the simulation example. The medium voltage grid
controller receives a power reference from the DMS, 𝒑𝐫𝐫𝐫 , power measurements from the load busses, 𝒑𝒍 ,
and flexibility information from the production units, 𝒖𝐦𝐦𝐦/𝐦𝐦𝐦 . The controller then dispatches reference
signals to the two production units, 𝒖, based on this information.

We consider a windy and sunny day in June. The power reference received by the DMS has been
arbitrarily chosen to illustrate the system’s tracking ability. During six hours in the mid-day the
reference is set to zero, i.e., the MV grid neither imports or exports active power. This could be
caused by frequency control issues detected by the TSO or other external factors. The simulation
results are illustrated in Figure 25 and shows that the system is capable of tracking the received
reference, also during the six hours of zero import/export. It should be noted that in this specific
simulation example the control system’s ability to follow a reference is dependent on the available
power of renewable production units, which means that if the wind is not blowing or the sun not
shining the system has no actuation capability. This, however could be countered by also allowing
control of flexible consumption. The bottom plot illustrates the tracking ability of the system when
communication to the wind turbine is lost. The wind turbines fall-back strategy is to produce the
available power when communication is lost. The wind turbine and solar PV systems production
profiles for both cases are shown in Figure 26.
The results of the simulations are; when no loss of communication the energy balancing algorithm
ensures that the energy reference is followed, by controlling assets in the medium voltage grid. Also,
the loss minimization algorithm lowers active power losses by 2 % in comparison with exploiting a
uniform dispatch. When communication to the wind turbine is lost the medium voltage grid
controller adapts to this new scenario by lowering the PV production to compensate for the increase
Page 45 of 76

FP7-ICT-318023/ D4.2
in wind production. It is seen that the medium voltage grid controller can follow the reference signal
despite loss of communication to the wind turbine, when sufficient flexibility is available. However,
at approximately 19:00 there is no available assets that can be curtailed; thus, the controller is no
longer able to track the power reference.

Figure 25. Top: The control systems reference tracking ability without any communication loss. Bottom:
Tracking ability when communication to the wind turbine is lost. Positive values indicate export and negative
values import.
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Figure 26. Top: Available power and production of wind turbine and PV system, without communication loss.
Bottom: Production with loss of communication to the wind turbine.

6.3

Voltage Control

This section gives an overview of the voltage control system. As mentioned in Section 4.3.3, voltage
control is not a tracking problem, but a problem of constraint satisfaction; hence, the methodology
exploited by this control system is different from the energy balancing.
The section is organized as follows. Section 6.3.1 presents a problem formulation, and gives an
overview of the proposed method. Then models of production and consumption are presented in
Section 6.3.2 followed by a model of the electrical grid in Section 6.3.3. Finally, the control algorithm
is presented in Section 6.3.4 followed by simulation results in Section 6.3.5.
6.3.1

Problem formulation

High penetration of renewable resources, especially into the distribution grid, introduces new
challenges to the distribution systems operators (DSOs). One of the main issues is increasing voltage
variations, caused by production units in all layers of the distribution grid [63]. Increase in voltage
magnitudes can lead to life-time degradation or even destruction of equipment. Therefore, the DSOs
are required to ensure that voltage magnitudes are within ±10% of the nominal voltage, i.e.,
between 0.9 PU and 1.1 PU. To ensure this, one solution is to curtail the active power production of
renewable resources. However, this comes at the price of loss in harnessed renewable energy. The
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goal of the DSO is then clear; satisfy voltage constraints, while minimizing the curtailment of
renewable resources [1].
In contrast to frequency control, voltage control is not a global problem, thus it must be handled
locally. This fact complicates the analysis of voltage control problems, as the grid topology and
parameters cannot be neglected. In [49] quadratic voltage droop controllers are designed to provide
reactive power control in a micro-grid. However, relying on reactive power as the only remedy to
alleviate voltage problems, might not be possible in all systems, especially low voltage grids with little
reactive power demand from inductive loads.
In this work we provide a solution to the DSOs problem of minimizing curtailment of renewable
resources while satisfying grid constraints. This is accomplished by proving that no grid constraints
are violated, when applying a given curtailment algorithm. The following example illustrates the core
idea of the proposed voltage control.
Consider a distribution system with distributed production and time-varying consumption, where
some of the production is flexible. The aim of the control system is to keep all voltages below 1.1 PU,
while minimizing curtailment. It is desirable to start curtailment as close to the voltage constraint as
possible; however, if curtailment is activated too late, then voltage constraints may be violated. This
is illustrated in Figure 27.

Figure 27. Left: Example of a small distribution system with four busses and a controller, where 𝑳𝟏 and 𝑳𝟐 are
loads and 𝑷𝟏 is a production unit with flexibility. Right: Illustration of two voltage profiles, where the first
profile (green) satisfies voltage constraints and the second profile (red) violates voltage constraints.

We say that a system is safe if it does not violate any constraints, and apply the barrier certificate
method for proving the safety of this system [64]. In the following, we formulate the problem for
which safety must be verified, followed by a simulation example.
In the next two sections, we formulate the interconnected dynamic system describing a power
distribution system. The presented models describe the active power at individual busses and their
interconnection through the electrical grid.
6.3.2

Model of active power at each bus

The active power at a bus can consist of consumption and production. Both can have elements of
flexibility, e.g., the ability to curtail active power output from a PV system. This flexibility constitutes
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the actuation. The uncontrollable part of the system is modelled by a dynamic system of harmonic
oscillators to simulate the periodic nature of consumption and PV production
𝑥̇ = 𝑓𝑏 (𝑥, 𝑢, 𝑑),
∆𝑃 = ℎ𝑏 (𝑥),

where 𝑥 ∈ ℝ𝑛 is the state vector, 𝑢 ∈ ℝ is the input, 𝑑 ∈ [𝑑 𝑑] is an unknown but bounded

disturbance input, with 𝑑, 𝑑 ∈ ℝ being the bounds, ∆𝑃 ∈ ℝ is measured active power at the bus,
𝑓𝑏 : ℝ𝑛 → ℝ𝑛 is the vector field, and ℎ𝑏 : ℝ𝑛 → ℝ is the output equation. To illustrate the realism of
the modelling approach, three realizations of such a system is depicted in Figure 28. This shows that
even with a simplistic modelling approach a rich representation of different consumption and
production patterns is achieved. The challenge is to choose 𝑑 ∈ [𝑑 𝑑] as small as possible, while
capturing all real system trajectories.

Figure 28. Three realizations of the dynamic system modelling consumption and production at a bus. The
difference between them is caused by an unknown but bounded input.

6.3.3

Electrical grid model

The individual busses are connected through the electrical grid, which is modelled by the power flow
equations. Assuming that the system voltage is operating close to its nominal value, with insignificant
change in phase angle, the change in voltage magnitude according to active power at each bus is
given by
∆|𝑉| = 𝑓𝑔 (∆𝑃)

where ∆|𝑉| ∈ ℝ𝑝 is the change in voltage magnitudes according to change in active power, 𝑝 ∈ ℕ is
the number of busses, and 𝑓𝑔 : ℝ𝑝 → ℝ𝑝 is a linearization of the power flow equations (linearized at
an operating point corresponding to the nominal voltage). The effects of the linearization will have
negligible consequences for the analysis.
6.3.4

Voltage control algorithm

The purpose of the control is to ensure that voltage constraints are not violated. Knowledge of
electrical grid structure, along with measurements of voltage magnitude are used in the control
design. Output of the controller is described by
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𝑢 = 𝑔𝑐 (∆|𝑉|)

where 𝑢 ∈ ℝ𝑚 is the output from the controller, 𝑚 ∈ ℕ is the number of actuators, and 𝑔𝑐 : ℝ𝑝 →
ℝ𝑚 is the control law. To ease the computational effort in the analysis, we restrict 𝑔𝑐 to be a linear
map.
6.3.4.1

Barrier certificate

We rely on the barrier certificate method to prove that voltage constraints are never violated under
the developed curtailment algorithm [64]. Consider a continuous system described by ordinary
differential equations
𝑥̇ = 𝑓(𝑥, 𝑑)

where 𝑥 ∈ 𝒳 is the state and 𝑑 ∈ 𝒟 is the uncertain disturbance input. We assume that the system
trajectories start at 𝑥(0) ∈ 𝒳0. The region where constraints are violated, is denoted
𝒳𝑢 , and the entire state space is denoted 𝒳. Suppose there exist a barrier certificate, 𝐵: 𝒳 → ℝ,
that satisfies the following conditions:
𝐵(𝑥) > 0 ∀𝑥 ∈ 𝒳𝑢
𝐵(𝑥) ≤ 0 ∀𝑥 ∈ 𝒳0

𝜕𝜕
(𝑥)𝑓(𝑥, 𝑑) ≤ 0 ∀(𝑥, 𝑑) ∈ 𝒳 × 𝒟
𝜕𝜕

then the system will not violate any constraints, when the system trajectories are initialized in 𝒳0.
See [65], for an example of the barrier certificate method applied to safety verification of a wind
turbine emergency shutdown procedure.
Details on the calculations of the barrier certificate will be available in [66]. The solution method is
based on sum of squares programming. To this end we assume that 𝒳𝑢 , 𝒳0, 𝒳, and 𝒟 are basic
semi-algebraic sets and that 𝑓 is a vector of polynomials. Then we can use Putinar’s Positivstellensatz
(see Theorem 2.14 in [67]) to find a polynomial barrier certificate 𝐵. To algorithmically solve the
problem, we exploit SOSTOOLS for MATLAB.
6.3.5

Simulation example

To illustrate the principle of the proposed controller, we consider the four bus system shown in
Figure 27. The loads on bus three and four are based on real consumption data. The production unit
on bus three is a flexible PV system. The inflexible disturbance on the two busses are modelled as
outlined above. It is possible to compute a barrier function, 𝐵(𝑥), that fulfills the requirements, thus
the system will never violate the constraints under the implemented curtailment algorithm.
Simulation results are obtained using the DiSC simulation framework [57] under ideal communication
conditions. The voltage for the most critical bus is shown in Figure 29.
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Figure 29. Voltage magnitude at bus 3, without any curtailment (red), and with curtailment (green).
Curtailment is initiated when the voltage crosses the black dashed line.

6.4

Conclusions

This chapter has presented the design of the medium voltage grid controller, providing three
functionalities: energy balancing, loss minimization, and voltage control. The energy balancing
algorithm is extended with a dispatch for loss minimization that allows the exploitation of flexible
assets. Further, a voltage controller is proposed that is guaranteed to never violate voltage
constraints. Each functionality of the medium voltage grid controller has been tested separately,
including a scenario where the communication link to an asset is lost. Chapter 8 presents a joint
simulation of both low and medium voltage grid controllers.
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7

Adaptive low voltage grid control

The purpose of this section is to outline the design of the low voltage grid control. The focus of the
section is on performing energy balancing and voltage control using a communication channel with
varying properties. In short, we design a controller that tracks a reference and is resilient towards
communication delays and packet losses (energy balancing), and a controller imposing safety (see
Section 6.3) despite varying communication delays (voltage control). The two controllers are
designed separately, but will run in parallel in the final implementation of the control system.
We consider the low voltage grid system as a distributed multi-agent system, consisting of multiple
consumers and producers. Any consumer or producer may be controllable and provides local
measurements of voltage and power consumption/production in normal operation. The consumers
and producers are coupled via the physical structure of the grid as well as through a communication
network.

7.1

Energy balancing

The purpose of this section is to describe the energy balancing algorithm that is designed for the low
voltage grid controller. The objective of the energy balancing is to follow the energy reference
received from the medium voltage grid controller, see Section 6.1. However, since single assets are
controlled no prediction is used – only knowledge on instantaneous availability flexibility. Remark
that this is a significant difference between energy balancing and the demand management
presented in Section 5. In Section 5 detailed asset models are exploited in conjunction with future
electricity prices to maximize the expected profit, whereas no electricity prices are used for the
energy balancing.
7.1.1

Energy balancing with varying communication topology

To design the control system for energy balancing, we employ a consensus-based approach, since
consensus methods are well developed for networked control systems that may experience delays,
changing network topology etc. [47]. Energy balancing is a tracking problem, which by means of a
consensus algorithm is solved by the so-called leader-follower approach, where the leader node
determines the reference that will be followed [68]. The presentation is accomplished in continuous
time, but the implementation is discrete time, where similar results exist.
For leader-follower consensus control, we have the following result.
Consider a dynamic network of agents with topology 𝐺 = (𝑉, 𝐸), where 𝑉 = {𝑣1 , … , 𝑣𝑛 } is a set of
vertices and 𝐸 ⊆ 𝑉 × 𝑉 is a set of edges, and where the dynamics of each agent are given as
𝑥̇ 𝑖 = 𝑢𝑖
Add a vertex 𝑣𝑛+1 to the graph, and possibly some edges and denote the new topology 𝐺̅ , and denote
the neighbours of 𝑣𝑖 by 𝑁𝑖 , where 𝑁𝑖 is defined as
𝑁𝑖 = {𝑣𝑗 ∈ 𝑉| (𝑣𝑗 , 𝑣𝑖 ) ∈ 𝐸}.
Let each node apply the protocol
𝑢𝑖 = � (𝑥𝑗 − 𝑥𝑖 )
𝑗∈𝑁𝑖

for 𝑖 = 1, … , 𝑛 and let 𝑢𝑛+1 = 0. Then 𝑥𝑖 (𝑡) → 𝑥𝑛+1 (𝑡) as 𝑡 → ∞ if and only if 𝐺̅ has a directed
spanning tree.
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In the context of energy balancing, the low voltage grid controller will act as the leader node 𝑣𝑛+1 ,
since it determines the setpoint based on information received from the medium voltage grid
controller. In addition, any consumer or producer in the grid will be one node in the set 𝑉. The
interconnection graph of the system will be such that any agent has the LVGC as their only
neighbour, since the agents do not communicate directly with each other. The left interconnection
graph in Figure 30 shows this scenario, where the LVGC is node 𝑣5 that distributes setpoints.

Figure 30. Different leader-follower consensus graphs that ensures convergence to the setpoint determined
by 𝒗𝟓 .

The flexibility of the consensus framework allows to adapt the control, if e.g. the connection to the
LVGC is lost. If the low voltage grid controller malfunctions, it is possible to reconfigure the
communication graph to follow a new “leader” (e.g. another LVGC or a MVGC). Thus, this single point
of failure may be alleviated. The right graph of Figure 30 shows an alternative topology, where a
setpoint is sent to node 𝑣4 and subsequently distributed to the other agents via some topology. Note
that both graphs contain a directed spanning tree; thus, all agents converge to the setpoint. The
overall dynamics of the control system of course depends on the interconnection graph; in particular,
the eigenvalues of the graph Laplacian matrix. This is exemplified in Section 7.1.4. Notice that this
scenario requires that a new leader is appointed and that the communication topology is
appropriately reconfigured. The details of this reconfiguration procedure are not studied further.
7.1.2

Energy balancing with communication delays

The consensus-based control system has the following properties in terms of resilience towards
changing communication delays.
Consider a dynamic network of agents with topology 𝐺 = (𝑉, 𝐸), where 𝑉 = {𝑣1 , … , 𝑣𝑛 } is a set of
vertices and 𝐸 ⊆ 𝑉 × 𝑉 is a set of edges, and where the dynamics of each agent are given as
𝑥̇ 𝑖 = 𝑢𝑖
Let each node apply the protocol
𝑢𝑖 (𝑡) = � 𝑎𝑖𝑖 �𝑥𝑗 �𝑡 − 𝜏𝑖𝑖 � − 𝑥𝑖 �𝑡 − 𝜏𝑖𝑖 ��
𝑗∈𝑁𝑖

with 𝜏𝑖𝑖 = 𝜏. Let 𝜆𝑚𝑚𝑥 (𝐿) be the maximum singular value of the weighted graph Laplacian of 𝐺.
Assume that the network topology is fixed and given by an undirected and connected graph. Then the
system reaches average consensus if and only if 𝜏 ∈ �0, 2𝜆

𝜋

𝑚𝑚𝑚 (𝐿)

�.

This result gives a computable maximum delay that the control system can withstand. Also this result
indicates how the control should be adapted to accommodate delays. To maintain stability of the
system for large delays, the controller gain (weight on the graph 𝑎𝑖𝑗 ) should be decreased, as this will
lower the maximum singular value of 𝐿. Notice that in the considered setup, the low voltage grid
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controller communicates with all nodes in the grid; thus, it can adapt the weight 𝑎𝑖𝑖 with respect to
the current delay. Therefore, it is possible to design a collection of different controllers, which are
resilient to different delays, and then switch between the controllers according to information
provided by the monitoring framework.
A setup with four different controllers is illustrated in Figure 31. Here controller 𝑖 is resilient for
delays up to 𝑇𝑖 , and the network monitoring determines when the control system should switch state
to handle a larger delay. The control system cannot be switched arbitrarily fast between each mode;
hence, a dwell time constraint is added to the system. This is implemented by the clock 𝑐 that is
reset, when switching controller (𝑐 ≔ 0) and a guard condition on transitions requiring that 𝑐 should
be much larger than the delay before switching back. This ensures that each controller can be
designed in isolation.

Figure 31. Conceptual diagram of switching between different controllers for different delays.

7.1.3

Energy balancing with a varying number of assets

It is desirable to have the same dynamical response of the low voltage grid controller despite loss of
connection to a subset of the assets. In this way, the medium voltage grid controller can take into
account the dynamics of the aggregated low voltage grid in the design.
The LVGC has the full information about the received measurements from assets. This makes it
possible to only distribute new setpoints to assets that are still connected. This however requires
that the setpoint is scaled according to the number of assets. Simply, the reference (state of the
virtual agent 𝑥𝑛+1) is set to the value
𝑥n+1 =

𝐸ref
∑𝑖 𝐸max,𝑖

where 𝐸max,𝑖 denotes the maximum flexibility of asset 𝑖. Notice that 𝑥𝑛+1 is the ratio between
demanded energy and available energy. This is chosen as assets may also become unavailable
because they go into saturation, which is similar to loosing actuation. To alleviate this issue, it is
decided that the setpoint is relative to the maximum flexibility, i.e. it is between 0 and 1. This ensures
that all assets go into saturation simultaneously; thus, there is no need to implement elaborate
strategies for e.g. anti-windup. Also this ensures fairness in the exploitation of the assets.
7.1.4

Simulation

To illustrate the tracking ability of the designed controller under different communication topologies,
we simulate the system in two different topologies: where the LVGC is connected to every asset
(normal) and where the assets are connected in a ring topology, i.e., the Laplacian matrix of the
communication graph is
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2 −1 0 −1
𝐿 = � 0 1 −1 0 �
−1 0
1
0
0 0
0
0
where 𝑣4 is the virtual leader that is only sending the setpoint to Asset 1 𝑣1 . All controllers are
sampled every minute, and the communication is assumed to be ideal. Note that the case of varying
delays is considered in Section 8.
We consider the low voltage grid illustrated in Figure 32, with three controllable assets (green boxes
in the figure). The low voltage grid must follow a power reference that is just considered to change in
steps to illustrate the differences in dynamic behaviour of the controllers.
The tracking ability of the two controllers is illustrated in Figure 33 and Figure 34. It is seen that the
performance of the controller degrades when connection to the LVGC is lost, but that the reference
is followed. Note that the produced power (blue lines) fluctuates at the end of the simulation. These
fluctuations are caused by PV systems – not the LVGC.

Figure 32. Electrical grid setup used for the low voltage simulation example. The green boxes illustrate
controllable assets.
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Figure 33. Reference following of low voltage grid controller in the normal communication scenario.

Figure 34. Reference following of low voltage grid controller in the abnormal communication scenario.
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7.2

Voltage control

Voltage control concerns only the satisfaction of constraints on the voltage magnitudes. The solution
of this problem requires knowledge about the topology of the electrical network; thus, we propose a
control approach relying on central coordination similar to the method proposed in Section 6.3. In
addition to the voltage control described in Section 6.3, we take into account varying communication
delays in the design procedure.
We propose a control approach based on robust control, where the maximum delay is a key
parameter. One may however implement the controller as a switched system that changes gains
when the maximum delay changes under appropriate dwell-time. This approach may be
implemented when switching between different technologies for the communication network
assumptions similar to the control explained in Section 7.1.2. In the following, we assume that the
system can be described by a system of linear differential equations. This assumption is made, since
algorithms exist for this class of models; however, the theory works for more general system models.
We follow the idea of [43], and consider a linear system
𝑥̇ (𝑡) = 𝐴𝐴(𝑡) + 𝐵𝐵(𝑡)
controlled by a linear state feedback controller given by
𝑢(𝑡) = 𝐹𝐹(𝜏𝑘 )
∀𝑡 ∈ [𝜏𝑘 , 𝜏𝑘+1 ).

The previous system describes a sample-data system, where a continuous time system has a
piecewise constant input that is calculated on the basis of sampled measurements. We consider the
communication scenario illustrated in Figure 35, where measurements are send from the asset at
time 𝑡s𝑘 , received by the LVGC at time 𝑡c𝑘 , and control is accomplished by the asset at time 𝑡a𝑘 for
𝑘 = 1,2, …. This results in a delay from actuation to control called 𝜏𝑘 .

Figure 35. Timing diagram for communication between the low voltage grid controller and an asset.

From the communication setup, the control presented before can be expressed as
𝑢(𝑡) = 𝐹𝐹(𝑡s𝑘 )

∀𝑡 ∈ [𝑡a𝑘 , 𝑡a𝑘+1 ).

For simplicity, we assume that information is not reordered, i.e. 𝑡s𝑘 < 𝑡s𝑘+1 and 𝑡a𝑘 < 𝑡a𝑘+1 for all
𝑘. In addition, we assume that delays are bounded as
Page 57 of 76

𝑡a𝑘+1 − 𝑡s𝑘 ≤ 𝑇.

FP7-ICT-318023/ D4.2
Notice that the communication delay may vary and that only sensing to actuation delays have an
impact on the control. This formulation of varying delays can be combined with the barrier certificate
method to provide a voltage controller, with guaranteed performance despite the varying
communication properties. To setup the problem, we follow [43] that is concerned with robust
stability via the small gain theorem. However, in safety verification the 𝐻∞ bound from [43] cannot
be used directly; thus, another more conservative approach is taken.
We rewrite the description of the above linear system as
𝑥̇ (𝑡) = (𝐴 + 𝐵𝐵)𝑥(𝑡) − 𝐵𝐵 �𝑥(𝑡) − 𝑥�𝑡 − ℎ(𝑡)��
𝑥̇ (𝑡) = (𝐴 + 𝐵𝐵)𝑥(𝑡) − 𝐵𝐵

𝑡

� 𝑥̇ (𝜏)𝑑𝑑

𝑡−ℎ(𝑡)

where ℎ(𝑡) = 𝑡 − 𝑡s𝑘 for 𝑡 ∈ [𝑡a𝑘 , 𝑡a𝑘+1 ). We assume that there is a constant 𝑇 such that ℎ(𝑡) ≤ 𝑇
for all 𝑡. Then we can bound 𝑥̇ as follows
𝑥̇ ∈ {𝑦 ∈ 𝑅 𝑛 | 𝑦 = 𝐴𝐴 + 𝐵𝐵𝐵, 𝑥 ∈ 𝑋}

By assuming that 𝑋 is a bounded subset of ℝ𝑛 . Now the variable 𝑥̇ can be considered unknown but
bounded; hence, the formalism of Section 6.3 can be applied. This is accomplished by considering 𝑥̇
being an unknown but bounded disturbance (referred to as 𝑑 ∈ 𝐷), resulting in a system of
differential equations on the following form
𝑥̇ = (𝐴 + 𝐵𝐵)𝑥(𝑡) − 𝐵𝐵𝐵(𝑡)

where 𝑥(𝑡) ∈ 𝑋 is the state and 𝑑(𝑡) ∈ 𝐷 is the uncertain disturbance input. Then the barrier
certificate method explained in Section 6.3.4.1 can be directly applied. For this presentation of the
problem, we restrict the system to be described by a system of linear ordinary differential equations
𝑥̇ = 𝐴𝐴 + 𝐵𝐵

where 𝑥 ∈ 𝒳 is the state and 𝑑 ∈ 𝒟 is the uncertain disturbance input. We assume that the system
trajectories start at 𝑥(0) ∈ 𝒳0. The region where constraints are violated, is denoted 𝒳𝑢 , and the
state space is denoted 𝒳. Thus, the safety problem can be described as follows. Suppose there exist
a barrier certificate, 𝐵: 𝒳 → ℝ, that satisfies the following conditions:
𝐵(𝑥) > 0 ∀𝑥 ∈ 𝒳𝑢
𝐵(𝑥) ≤ 0 ∀𝑥 ∈ 𝒳0

𝜕𝜕
(𝑥)(𝐴𝐴 + 𝐵𝐵) ≤ 0 ∀(𝑥, 𝑑) ∈ 𝒳 × 𝒟
𝜕𝜕

then the system will not violate any constraints, when the system trajectories are initialized in 𝒳0.
We restrict 𝐵 to be polynomial, i.e., 𝐵 ∈ ℝ[𝑋], then the problem can be cast as a sum of squares
programming problem, which can be solved with known techniques. Details on the solution can be
found in [65].
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7.3

Conclusions

This chapter has presented the design of the low voltage grid controller, providing two
functionalities: energy balancing and voltage control. The energy balancing algorithm is designed
using consensus methods that allows the control system to be adapted to handle communication
delays and a changing communication topology. The voltage controller is similar to the design
presented in Section 6.3; however, the controller is designed to be resilient towards varying
communication delays. The next chapter presents a joint simulation of both low and medium voltage
grid controllers.
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8

Adaptive energy balancing in low and medium voltage grids

The purpose of this simulation is to show that it is possible to propagate a reference signal through
the layers of the hierarchical control structure, and exploit the flexible assets in the low and medium
voltage grid to do energy balancing. Also we show that it is possible to adapt the controller to
stabilize the system despite very long delays, but that the delays degrade the performance of the
control system. The simulation is based on results presented in [69].

8.1

Simulation scenario

In this simulation example we consider a medium voltage distribution grid with seven busses; two
uncontrollable load busses (B5 and B7), two production busses (B4 and B6), and one bus managed by
a local low voltage grid controller (B3). The two uncontrollable loads are aggregated residential loads
and the two production units are a wind power plant (WPP) and a solar power plant (SPP). The LVGC
is managing a 41 bus residential grid with seven PV systems, and three flexible assets. The flexible
assets are capable of both producing and consuming active and reactive power. The setup is depicted
in Figure 36. The medium voltage grid controller (MVGC) receives measurements from the
uncontrollable loads, and information on current state and flexibility from the three assets (the
MVGC sees the LVGC as a flexible asset). Based on an active power reference received from the
upper layer and the aforementioned information, the MVGC distributes reference signals to the
assets. The LVGC receives the reference signal from the MVGC and based on flexibility information
on the low voltage level, distributes references signals to the three assets. The LVGC and MVGC used
for this simulation are the controllers presented in Section 6.2 and Section 7.1.

Figure 36. Electrical grid setup used for the simulation example. Green boxes indicate flexible assets and
yellow boxes indicate PV systems.

The active power reference signal received by the MVGC has been arbitrarily chosen to illustrate the
hierarchical control systems ability to follow a power reference. During six hours the reference is set
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to zero, which means that there is no import or export from the high voltage grid. Such an action
could be caused by frequency issues detected on a higher level or other external factors.

8.2

Simulation results

The MVGC and LVGC’s tracking ability is shown in Figure 37. In Figure 38 the active power production
of the SPP and WPP can be seen. Further, the active power injection/consumption of the low voltage
grid assets are illustrated in Figure 39. Between the LVGC and low voltage grid assets a
communication network introducing delay and loss is present. Both measurements and setpoints are
delayed, and the delay is uniformly distributed between 0 and 6 minutes and the loss probability is
0.001.

Figure 37. Tracking capability of the medium voltage grid controller (Top), and low voltage grid controller
(bottom). The oscillations when a step in the reference is applied, is caused by communication delays in the
low voltage grid control. At 10:00 in the morning, the low voltage grid control gains are adapted to handle
the communication delays. Positive values indicate export and negative import of power.
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Figure 38. Production profiles of the wind power plant (Top), and the solar power plant (bottom).
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Figure 39. Behaviour of the low voltage grid assets. The oscillations seen in the morning are caused by
communication delays in the low voltage grid. At 10:00 in the morning, the low voltage grid control gains are
adapted to handle the delays.

8.3

Discussion of simulation results

A number of interesting results are observed. First, it is possible for both the MVGC and the LVGC to
follow the references received closely up until the step in reference, which indicates that via the
hierarchical control structure it is possible for a distribution grid to offer services to upper layers.
Secondly, when the step in reference occurs the measured power begins to oscillate heavily. This is
caused by the excessive delay and loss in information between the LVGC and assets. However, when
the control gains in the LVGC are adapted to handle the delay and loss, the oscillations settle and the
system again follows the reference closely. The adaption in gain eliminates the oscillations but also
decreases the reference following capability of the LVGC, which is expected as the bandwidth of the
controller is decreased. This clearly illustrates the trade-off between robustness and performance in
control. Moreover, the link between the communication network monitoring framework developed
in [2] and the control algorithms is obvious, as the monitoring framework can deliver information of
communication network state, to the controllers. In particular, the monitoring framework can send a
maximum bound on communication delays. This can be used by the controller to change its gain as
shown in Figure 31.

Page 63 of 76

FP7-ICT-318023/ D4.2

9

Conclusions

This deliverable has presented control algorithms for the three control layers demand management
controller, medium voltage grid controller and low voltage grid controller. Furthermore, controls
have been designed for three flexible loads in terms of customer energy management systems,
charging stations, and supermarkets that are exploited for demand management.
The controllers have been interconnected in the hierarchical control framework of SmartC2Net that
makes it possible to exploit the flexibility of a large collection of assets. On the medium voltage layer
it was shown that simple disturbance models can be incorporated in the control algorithm to
improve its performance, and that it is possible to do voltage control with performance guarantee.
On the low voltage layer it was shown that the control system can adapt to changing properties of
the communication system. For the adaptation, information from the monitoring framework is used
for adapting the controller gains.
Lastly, the deliverable provided a simulation where multiple layers of the control system interact to
provide energy balancing. The energy balancing is performed by the LVGC and the MVGC where it is
shown that an energy reference can be followed by exploiting the flexibility assets. Also it is shown
that the controllers can be adapted to be resilient towards very long communication delays between
the LVGC and the assets in the low voltage grid.
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A Demand management system integration details
The purpose of this annex is to describe the integration strategy between the building blocks of the
demand management system. In particular, the integration between the CEMS and the demand
management system is described.
FTW

Demand Mgnt Control
Central Mgnt
Level

[ws1]

Headend (VTN)

[oadr]

[oadr]

EFACEC

[ws2]

[ws3]

MVGC

MV Level

EFACEC + AAU

FTW

CS Controller

LV Level

LVGC

EFACEC + AAU

[oadr 2.0b ]

FTW

House Level

[oadr 2.0b implementation]

CEMS (VEN)
P,Q

Flex Load

Figure 40. Logical Controllers Integration architecture for demand management system.

Figure 40 shows the different kinds of interfaces between all the modules on the project:
• Ws1: this interface is a REST/JSON interface
• Ws2: this interface is a HTTP/SOAP interface
• Oadr: this interface is a OpenADR 2.0b protocol interface
• FlexLoad: the CEMS connects via UDP (user datagram protocol) and it sends the P (power
active) and R (reactive power).
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A.1

Integration Interfaces description

The following table describes the interfaces that are used within the project, as well as the data flow
direction and services.
Server
Headend
Headend

Client
-

Interface Type
FILE
FILE

Services
irradiation
EnergyPrice

Description
Get irradiation data Wh/m2
File with market clearing
prices for current day (15
min values).
Base price value.

Headend

DMC

HTTP /REST

GetHistoricData

Headend

DMC

HTTP /REST

GetInstFlex

Headend

DMC

HTTP /REST

SendFlexRef

Headend

DMC

HTTP /REST

GetSecSubOfCems

Get historic consumption
data Pload (on a time
interval , for a CEMS ID)
Get Flex (minFlex, maxFlex,
load forecast) of an
installation (on a time
interval , for a CEMS ID)
Client sends: reference
power forecast to an
installation (for a CEMS ID)
Client gets: secondary
substation details of a
CEMS ID

Headend

CEMS

HTTP-push /Oadr2b

VTN : EiReport

Headend

CEMS

HTTP-push /Oadr2b

VTN : EiRegisterParty

CEMS

Headend

HTTP-push /Oadr2b

VEN : EiEvent

Signal event to send to
equipment reference
power forecast (array)

CEMS

Headend

HTTP-push /Oadr2b

VEN : EiEvent

Send to CEMS: irradiation
array, price array, historic
consumption data Pload
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A.2

Integration Interfaces: OpenADR

There are basically two defined standards for DR: OpenAdr and Zigbee SEP2.0. Since SEP2.0 is
targeted for home and residential use, OpenADR will be more detailed. The communication data
model OpenADR was designed in the USA for data the ISO and an electric customer. It was developed
to face the electric energy crisis started on 2002. The following subsections describe two different
integration scenarios.
A.2.1

Scenario 1 : Update energy prices

In this scenario, the user (Headend HMI operator) reports a new energy price profile to the Headend.
The Headend is responsible of sending the price profile to the VENs.
FlexLoads

CEMS
(VEN)

Headend
(VTN)

DMC

user

Energy Pricing

Energy Pricing

hmi

oadr

Figure 41. Scenario 1, update energy prices.

Figure 41 shows the information flow between different entities of the demand management
system. In this scenario the operator (or user that is accessing the HMI of the headend) updates the
headend with the energy price for a time interval. After an energy price update, the business logic of
the Headend requests the interface, in this case the OpenADR interface, to update all the VENs with
the energy price. The service is described on OpenADR standard and in Section A.3.
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A.2.2

Scenario 2 : DMC calculates Flexibility references

In this scenario, the DMC runs an algorithm periodically. The algorithm uses historic data and
flexibility from the VENs to generate a flexibility reference. The flexibility reference will be sent to the
VENs using the Event signal thought the VTN.
Headend
(VTN)

CEMS
(VEN)

FlexLoads

DMC

user

EiReport
UDP

15 min

GetHistoricData

GetInstFlex

Cycle 1h

GetSecSubOfCems
algorithm

EiEvent

SendFlexRef

ws1

oadr

Figure 42. Scenario 2, DMC calculates Flexibility references.

Figure 42 shows the information flow between different modules of the demand management
system for this scenario. This scenario will work periodically and has no interference to the
user/operator. The VENs report the flexibility periodically to the VTN/Headend using the OpenADR
2.0 protocol. The Headend will persist this data on the time series database for all the VENs, and this
data will be accessible to the DMC via integration services already described.
The algorithm of the DMC will run on cyclic basis. The algorithm needs inputs that are persisted on
the Headend, so the algorithm will request the data for the need time interval to the Headend. The
gethistoricData services is used by the DMC to request P,Q,U of an equipment on a time interval. The
getInstFlex is used by the DMC to request received Flexibility’s from downstream installations
(CEMS). The getSecSubOfCems is used to request technical properties of the secondary substation
where the CEMS is connected to. The sendFlexRef is used by the DMC to send control commands to
the headend. These commands will describe what are the flexibility reference for a VEN and the
headend VTN will have to update all the CEMS with the received reference.
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A.3

Integration Interfaces: Data Model

This section describes the data model used for demand management.
SeriesData
SeriesData represents time series data of a metric or engineer unit:
Field
Type
Description
engunit
String
Type of eng unit
Ttag
long
UTC Timetag in ms , since 1970
Value
Double
Value of the data
SeriesStepData
SeriesData represents time series data of a metric or engineer unit:
Field
Type
Description
engunit
String
Type of eng unit
TtagStart
long
UTC Timetag in ms , since 1970
TtagEnd
long
UTC Timetag in ms , since 1970
Value
Double
Value of the data
SecSubData
Represents time series data of a metric or engineer unit:
Field
Type
Description
PTID
String
ID of the substation
TRFid
int
Transformer ID
trfPN
double
Nominal power of the transformer
EnergyPrice
Energy price is a file inserted on the headend HMI. The headend shall automatically send the price
when the user inserts this data. The file format is:
Field
Type
Description
ttag
date
Time of the energy price (yyyy-mm-dd hh:mm)
price
double
Price of the energy
GetHistoricData
Clients of this service can request persisted historic data from the Headend.
Input
Description
Cems_id
CEMS Equipment identifier
start
Start Date
end
End Date
Output
List<SeriesData >
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Units:

•
•
•
•
•
•

A+ inc: active energy incremental import [Wh]
P : active power [W]
Q : reactive power [Var]
U : voltage [V]
Solar irradiation [Wh/m2]
Energy price [€/MW]

GetInstFlex
Clients of this service can requested persisted received Flexibility from downstream installations.
Input
Description
Cems_id
CEMS Equipment identifier
start
Start Date
end
End Date
Output
List<StepSeriesData >

Description
List of data with state and time
Engunit can be: (minFlex, maxFlex, preferedPower)

SendFlexRef
This service is used by the DMC to send the load reference to an installation, thought the headend.
Input
Description
Cems_id
CEMS Equipment identifier
start
Start Date
end
End Date
List<StepSeriesData >
List of data with state and time
Engunit can be: (referenceFlex)
Output
rc

Description
Return result code

GetSecSubOfCems
Service send by DMC to the headend, to ask for properties of the secondary substation of a CEMS ID.
Input
Description
Cems_id
CEMS Equipment identifier
Output
SecSubData

Description
Data of a secondary Substation

VTN:EiReport
This service shall be used as described on the OADR2.0 b specification. For the integration between
the headend and CEMS, it will be used for the VEN send telemetry data to the VTN or headend. The
telemetry data that will be reported by the CEMS, will be: P,Q,U and minFlex, maxFlex,
preferedPower to the VTN .
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VTN:EiEvent
This service shall be used as described on the OADR2.0 b specification. For the integration between
the headend and CEMS, it will be used to send to the VEN two kinds of signals: signals with flexibility
load references and price signals.
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